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Key Takeaways

Insurance has been the quiet enabler of major economic and technological developments
— from maritime trade to commercial nuclear power — by limiting downside, pricing risk,
spreading best practices, and assuring compensation to harmed parties. The Al agent
economy, projected to be handling trillions of dollars’ worth of transactions by 2030, is the
next such development whose risks insurers must price, manage, and absorb.

= Today frontier Al agent risk is largely unpriced and invisible. The bulk of insurers’ exposure
sits as silent coverage inside existing policies (especially cyber, professional, and general
liability). Exposure is growing rapidly: enterprise spend on frontier Al grew over 300% in
2025 and looks to accelerate in 2026. Insurers risk repeating the costly ambiguity that
plagued cyber insurance, and ignoring a potential time bomb. Nearly half of surveyed Lloyd’s
underwriters think their policyholders manage Al risk adequately, while only one in five
businesses report a mature governance model for autonomous agents.

* Insurability is trending the wrong way. Agent capability gains are outpacing reliability gains;
the upper bound of incident severity appears to be rising, from hallucinated refund policies in
2022 to wrongful death cases in 2025. Furthermore, with over 80% of deployments
depending on just three foundation model providers, correlated losses pose a serious risk.

= Conventional playbooks will not work. The length of tasks agents can autonomously
complete is doubling roughly every four months: frontier Al is too fast-moving for actuarial
models that lag behind reality. This also means actuarial data moats will erode quickly.

= Affirmative Al coverage with limits in the billions is achievable by 2030 — but only if the
industry coordinates to build shared infrastructure. This report describes an eight-
component Al insurance stack spanning incident data collection, CAT modeling, standards,
contract design, risk selection, pricing, monitoring, and claims management. Of note:
underwriting can leverage forward-looking performance evaluations, similar to pen-testing in
cyber. Many components are complements, posing a cold-start problem; others are public
goods: building this stack will require industry-wide coordination.

» The industry has successfully coordinated before. Insurers founded Underwriters
Laboratories in 1894 to manage the new hazards of electricity. The Closed Claims Project
turned pooled medical malpractice data into best practices that helped drive a sharp
reduction in fatalities while expanding insurance availability. Al insurance should borrow from
these and other precedents.

= The stakes are large. Handled well, Al insurance will enable responsible adoption and a more
resilient economy; handled poorly, the insurance market will stall and a coverage gap will
balloon. In the worst case, a catastrophe with only ~$100 billion in direct damages could
erase several trillion in GDP if it triggers an economic slowdown, magnified by insurers
suddenly withdrawing coverage — just as the collapse of terrorism insurance froze
construction and grounded aviation after 9/11.

* The tails require alternative risk transfer. Covering societal-scale frontier Al risks — CBRN,
critical-infrastructure collapse, loss of control scenarios — will require purpose-built
institutions, potentially including a dedicated mutual for frontier Al model developers,
catastrophe bonds, bespoke liability regimes, and government backstops.



Overview of the Al Insurance Stack and Recommendations

Component

Key Actions

Carriers and MGAs

Oversight Bodies and Government

Incident Data
Collection &
Analysis

= Build a shared incident database as an
industry resource (similar to
CyberAcuView), combining public and
private policyholder data.

= Build a shared incident database
as an industry resource (similar to
CyberAcuView), combining public
and private policyholder data.

= Encourage carriers to adopt a
standard incident taxonomy and
data structure.

Advisory Bodies and Risk
Modelers

= For severe incidents, enact
mandatory Al incident
disclosures (similar to SEC rules
for cyber incidents).

= Establish a voluntary anonymized
reporting database at NIST
(similar to NASA’s ASRS).

= Provide long-term reauthorization
to CISA to enable an Al-ISAC.

Accumulation

= Form or support an industry safety

= Form or support an industry safety |=

Develop formal Al

= Commission or prompt Al

Risk Research & research body (similar to the IIHS or research body (similar to the IIHS catastrophe scenarios and catastrophe scenario modeling
CAT Modeling IBHS) to study systemic Al risk and or IBHS) to study systemic risks accumulation risk models, (PRA, Council of Lloyd’s, FIO as
develop shared infrastructure and from Al agents and develop shared | including from single points part of TRIP).
protocols for making Al agents safe, infrastructure and protocols to of failure, supply chain = Track frontier Al exposure across
secure, and reliable. make them safe, secure, and concentration, risk of the market and model
= Track frontier Al exposure across reliable when deployed at scale. emergent multi-agent accumulation risk (Council of
portfolio. = Track frontier Al exposure across failures and more. Lloyd’s).
portfolio and model accumulation
risk.
= Develop or commission Al
catastrophe scenario modeling.
Standard Setting (= In underwriting, consider what = Encourage carriers to recognize = Develop and maintain = Recognize effective private

standards the policyholder has been
audited against.

= Where available, leverage a
policyholder’s audit report to
accelerate underwriting.

certain standards as an

underwriting signal, and possibly
as a minimum requirement for .
insurability.

prescriptive Al agent
standards (similar to UL).
Build accreditation
programs for third-party
auditors.

standards in regulatory guidance
or procurement requirements.

= More broadly: reduce uncertainty
of law.

Contract Design

» Draft affirmative Al coverage with
durable definitions. Consider
specifying unifying factors for
aggregation clauses.

= Exclude currently uninsurable
accumulation risks (e.g. losses arising
from failures of upstream Al model
providers).

» Encourage the use of model policy |=
language.

Promulgate model language
for Al-specific definitions,
exclusions, and trigger
(LMA, 1SO).

= Encourage or require carriers to
report macro-level data on Al
coverage (NAIC, Council of
Lloyd’s), possibly including the
number of policies in force, direct
premiums written, loss ratios, etc.

= |ssue a notice encouraging or
directing carriers to end silent Al
coverage by a given date (PRA,
Council of Lloyd’s).

Risk Selection & |= Inquire into the systems’ safeguards, = Develop standardized
Evaluation as well as the organization’s Al literacy proposal forms (ACORD,
and governance practices. LMA).

* Conduct or require performance = Develop a rating schedule
evaluations, red teaming, and where for agentic Al systems
applicable, chaos testing. (similar to ISO’s FSRS).

Pricing = Use performance evaluation scores as = Supply risk modeling

a pricing input, serving as quasi-
actuarial data.

= Feature rate according to system
specifications and safeguards
implemented.

= Partner with frontier model providers
to track a policyholder’s Al usage.

services to improve carrier
pricing (especially for
accumulation risk loading).

Ongoing Loss

= Encourage or require regular

Control & performance evaluations, red teaming.
Monitoring » Help policyholders with remediation
and provide loss control guidance.
= Partner with frontier model providers
to monitor a policyholder’s controls.
Incident = Establish pre-approved panels of Al- |= Encourage or require structured = Develop standardized = Support institutional learning, by
Response & specific technical response providers. forensic reports as a condition of a incident and claims both clarifying liability and
Claims » Encourage or require structured major claim settlement. reporting templates reducing friction for voluntary
Management forensic reports as a condition of a = Train claims adjusters to be Al (ACORD, LMA). Update reporting.
major claim settlement. literate. standards in light of incident
» Train claims adjusters to be Al literate. trends.
= Extract learnings from incidents to
improve underwriting and loss control.
Acronyms:

ACORD: Association for
Cooperative Operations Research
and Development

ASRS: Aviation Safety Reporting
System

CISA: Cybersecurity and
Infrastructure Security Agency (US)

FIO: Federal Insurance Office (US)

FSRS: Fire Suppression Rating
Schedule

IIHS: Insurance Institute for
Highway Safety

ISO: Insurance Services Office
LMA: Lloyd’s Market Association

NAIC: National Association of
Insurance Commissioners (US)

NASA: National Aeronautics and
Space Administration (US)

NIST: National Institute of
Standards and Technology (US)

PRA: Prudential Regulation
Authority (UK)

SEC: Securities and Exchange
Commission (US)

TRIP: Terrorism Risk Insurance
Program

UL: Underwriters Laboratories



Extended Summary

From maritime trade to commercial nuclear power, insurance has enabled economic growth and
major technological developments by limiting downside risk for companies and their investors,
quantifying risk, supporting safety research, spreading best practices, and ensuring third parties
are compensated after an accident [1], [2], [3].

We believe Al agents — Al systems that receive high-level natural language instructions, form
plans, and then take consequential actions in the world with limited or no human oversight —
represent another such major technological development. Analysts expect Al agents to be
producing hundreds of billions of dollars in economic value by 2030 [4], [5], [6], [7]. Realizing that
promise will depend on enterprises having the confidence to adopt these systems at scale —
confidence that, in turn, will depend on insurers’ willingness to help absorb and manage the
risks.

Developers of Al agents, the enterprises that deploy them, and the foundation model providers
they depend on all need insurance. They need coverage for both first-party operational losses,
where an agent damages the policyholder’s own systems, data, operations, or reputation; and for
legal liability, where the policyholder’s Al agent product or service harms a business partner,
customer, or member of the public, who then sues.

But insurers are not ready. Today, the vast majority of Al agent risk sits in “silent coverage”
within existing cyber, professional liability, and general liability policies — unpriced, invisible, and
potentially destabilizing [8], [9], [10]. Underwriters also appear to be underestimating the risk
posed by their policyholders’ usage of Al agents: nearly 50% of Lloyd’s underwriters surveyed
believe their policyholders have “adequate” Al risk management [11], while only 1in 5 surveyed
businesses report having a mature model for governance of autonomous agents [12]. This
suggests a significant disconnect.

Insurers are beginning to write exclusions to correct for this unpriced risk [13], [14], [15], [16].
While perhaps necessary, this only widens the coverage gap, leaving businesses to fend for
themselves when they most need support. Some 60% of business leaders admit having
“intentionally slowed implementation due to concerns over potential errors and malfunctions”
[17]; it is no coincidence that over 90% report wanting insurance tailored to frontier Al risk [18].

This report argues that insurers can and should reassume their role as enablers of innovation. We
claim that affirmative coverage for Al agents, with enterprise coverage towers reaching the
billions, is achievable by 2030, but only if the insurance industry works together to make Al
agents more insurable. Coverage will remain theoretical unless insurers can reliably profit from it
at premiums that customers are willing to pay.

The challenges are several. First, frontier Al is too fast-moving and too general-purpose for
conventional actuarial approaches. Consider: the length of tasks that agents can accomplish
without human intervention is doubling roughly every four months [19], [20], and new use cases
and vulnerabilities evolve on a similar timeframe. This means the insurer’s usual playbook — offer
limited coverage, then expand as loss data and actuarial models improve — will not work:
actuarial models will struggle to remain predictive, always lagging behind the shifting reality on
the ground [21], [22].



Second, while the alignment and accuracy of Al agents have so far been improving — published
benchmarks tracking helpfulness, harmlessness, and honesty show sustained gains across
frontier model generations [23], [24], [25], [26] — reliability improvements (consistency,
robustness, predictability) are being outpaced by capability improvements [26], [27]. As a result,
the upper bounds of incident severity appear to be rising. Hallucinated refund policies in 2022
[28] have given way to wrongful death suits and unauthorized practice of law cases in 2025 and
2026 [29], [30], [31], [32].

Recent developments reinforce this trend. In April 2026, Anthropic unveiled Claude Mythos
Preview, a frontier model capable of autonomously discovering and exploiting zero-day
vulnerabilities across every major operating system and browser [33], [34], [35], [36]. Experts
fear future models will gain other dangerous dual-use capabilities (e.g. in synthetic biology) [37],
[38], [39]. Deployed responsibly, such models promise prosperity; but mistakes will be made,
and the transition to a society resilient to such powerful technology will likely be disruptive.

The situation is also not helped by concentration in the foundation model market, where three
providers account for over 80% of deployments [40]: a defect at any one propagates as a
correlated shock across thousands of policyholders. This and other single points of failure create
textbook conditions for heavy-tailed loss distributions. In short, if little effort is made to control
tail risks, premiums and capital requirements will be not only harder to calibrate but higher —
mirroring challenges that have plagued cyber insurance for decades [41], [42].

Getting ahead of the challenge means developing a technical understanding of the risks and
controlling their tails. The bulk of this report describes the insurance infrastructure stack needed
to do so — to guarantee agentic Al remains insurable and can be adopted with confidence. We
break down the stack into eight components:

1. Incident Data Collection and Analysis (§11.1): Pooling data on incidents and near misses,
combining public reports with private policyholder data and claims data, in standardized
formats. Treated as a shared resource, such data can benefit all parties, as demonstrated
by the Closed Claims Project for anesthesiology malpractice: this program uses insurer
claims data to develop new safety measures for anesthesiologists, reducing premiums
and expanding the insurance market in the process [43], [44], [45], [46], [47], [48].
However, such a resource depends on insurer coordination: government intervention
(e.g. incident disclosure mandates, and information sharing safe harbors) may be
necessary [3], [49].

2. Accumulation Risk Research and CAT Modeling (§11.2): Modeling catastrophe scenarios
to better understand accumulation risk arising from single points of failure (such as the
handful of frontier model providers), correlated triggers, and systemic risk (such as
emergent multi-agent failures). Insurers are also uniquely incentivized to develop and
disseminate macro-level mitigations for such risks (e.g. “circuit-breakers” for the agent
economy) — public goods that would mirror their investments in cyber CAT scenario
modeling and safety R&D at the Insurance Institute [50], [51] for Highway Safety and
Insurance Institute for Business & Home Safety [52].

3. Standard Setting (§11.3): Supporting auditable, prescriptive standards that set the
minimum requirements for insurability and play three reinforcing roles: as underwriting



tools that speed binding and supply contractual hooks for claims handling; as controls
that bound correlated legal risk by anchoring the duty of care; and as concrete loss
control guidance for policyholders. Wary of both the preventable damages they might
pay for and the compliance burden on their customers, insurers are well-incentivized to
balance stakeholders’ competing interests in standard-setting. Insurers have been
involved in standard-setting before, most famously in 1894 when they founded the
Underwriters Laboratories (UL) to manage the novel fire hazards of electrical equipment
[53]. The UL mark became a litmus test for insurability and was later codified into law
[54], [58], [56], [57], [58I.

Contract Design (8§11.4): Agreeing on clear, consistent definitions of covered Al risks,
appropriate exclusions, aggregation clauses, and trigger mechanisms. These terms can
end ambiguous silent coverage and move toward the affirmative coverage that gives
portfolio managers and actuaries visibility into Al risk exposures and loss distributions,
respectively. This is critical for avoiding the decade of costly ambiguity that plagued
cyber insurance [10], [59], [60].

Risk Selection and Evaluation (§l1.5): Developing Al specific underwriting practices that
go beyond good-faith, annual questionnaires to incorporate organizational audits,
realistic performance evaluations, red teaming, and other recurring technical tests as
capabilities and vulnerabilities shift month to month. Standards can accelerate the
process, providing technical test data and harmonizing questionnaires. In the limit, they
enable streamlined standards-based rating like the widely used Fire Suppression Rating
Schedule from the Insurance Services Office [61], cf. [62].

Pricing (811.6): Developing an expected-loss formula that leans on performance
evaluation results and usage telemetry to supplement immature actuarial tables, feature-
rates on system specifications, safeguards, and deployment sector, before adding
accumulation risk loading. Because this approach is system-specific and forward-
looking, it enables genuine price differentiation between high- and low-risk deployments.
This expands the addressable market and turns premium signals into a lever for driving
safety improvements.

Ongoing Monitoring and Loss Control (811.7): Investing in ongoing risk management
guidance and oversight for policyholders, to keep pace with the rapid evolution of Al
agents. Like cyber, the Al insurance market might mature in two stages: first, frequent,
labor-intensive performance evaluations that build institutional knowledge of which
mitigations are effective; then, scaling through partnerships with cloud service providers
and foundation model providers who supply telemetry for low-friction underwriting and
monitoring [63]. With appropriate leadership, Al insurers can compress cyber’s decades-
long learning curve.

Incident Response and Claims Management (§11.8): Developing an Al-literate claims
management process that pays valid losses promptly and enforces exclusions, along with
an Al-specific incident response function layered onto the existing breach coach and
crisis management ecosystem for cyber and recall insurance lines. Finally, rigorous Al-
native post-incident forensics will turn every loss into a learning opportunity. As cyber
proved, a technology moving as fast as Al requires a feedback loop — from claims
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processing to forensics to revised underwriting criteria and actuarial models — that turns
far faster than the traditional annual cycle.

We categorize the components by their role in the value chain: foundational functions,
supporting functions, product & underwriting functions, and functions for servicing policies (see
Figure 1). The components are complements in important ways. Incident response and claims
management, for example, are key sources of data, whose analysis then feeds into virtually every
other layer, especially standard setting, risk evaluations, pricing, and accumulation risk research.
Likewise, contractual exclusions of losses caused by upstream model failures, aimed at
controlling accumulation risk, are unenforceable without appropriate logs for post-incident
forensics — exactly the kinds of technical controls mandated by robust standards and

underwriting practices.

The Al Insurance Stack

Incident Data
Collection + Analysis

|

Contract Design

v !

Standards —> Risk Selec'tlon +
Evaluation
Accumulation Risk Prici
> Research + CAT Modeling ricing
Ongoing Loss
Control + Monitoring
Legend:
Foundational ¢
Supporting Functions Incident Response +
Product & Underwriting Claims Management
Servicing Policies l

Figure 1.
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Of course insurance has inherent limits, and cannot manage all of frontier Al’s risks. Insurers will
always struggle to control or price criminal misuse of Al systems, much as they have with cyber
(in part due to third-party moral hazard): insurance cannot replace law enforcement.

Looking ahead, we foresee the need for purpose-built institutions and alternative capital
structures dedicated to covering and controlling catastrophic risk from frontier Al, or “Al CAT.”
(For reference, in the world of insurance “catastrophic risks” refer to low-probability, high-
severity loss events roughly in the hundreds of millions of dollars or more). Catastrophes
reaching the low tens of billions will strain but not exceed private-market capacity. However,
beyond this threshold lies a class of catastrophes whose magnitude and structure render them
all but uninsurable by private markets. We refer to these as societal-scale risks. Picture critical
infrastructure collapse, systemic economic disruption, or CBRN' risks.

Hypothetical Coverage Tower for Frontier Al CAT

Government backstop

CAT bonds

Reinsurance

Severity of loss

Mutual insurance

Primary insurance

Self-insured retention

Figure 2. Note: Proportions are illustrative.

' Chemical, Biological, Radiological, or Nuclear harms.
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As we approach artificial general intelligence, many experts warn of more societal-scale risks on
the horizon. Besides dual-use capabilities, such as automated zero-day discovery and synthetic
biology capabilities, which could enable widespread cyber attacks and bio-terrorism
(respectively), some experts also warn of the possibility of losing control over advanced Al
systems that develop goals misaligned with their operators’ intentions [39]. In the limit, they
warn, this could lead to human extinction [39], [64], [65]. Of course no institution can insure
extinction risks, but covering risks correlated with extinction may help control them.

Private markets can provide first-layer coverage and help with pricing, distribution, and claims
management, but the bulk of coverage capacity for societal-scale risks will depend on
governments, society’s de facto insurer of last resort [3], [66].

We sketch several complementary mechanisms for handling Al CAT that are worth exploring
further: industry mutuals modeled on self-regulatory structures in commercial nuclear power and
other industries [3], [67], [68]; catastrophe bonds (“CAT bonds”) for additional risk transfer [69];
bespoke liability regimes to correct for externalities and improve insurability [70], [71], [3], [72], cf.
[73]; and government backstops to take on the risks only government can manage, while giving
private insurers the confidence to shoulder more catastrophic risk than they otherwise would
[66], [3], [74], cf. [21] (see Figure 2).

If insurers fail to quickly get a handle on Al agent security, safety, and reliability, an Al insurance
coverage gap will rapidly balloon, with consequences for the broader economy. In the best case,
the Artificial Intelligence Underwriting Company estimates that the resulting drag on Al adoption
could leave some $200 billion in US GDP on the table over a decade, based on IMF productivity-
diffusion estimates under a scenario of lower institutional readiness. In the worst case, a disaster
whose direct damages only cost some hundred billion dollars could wipe out several trillions of
US GDP over five years due to an economic slowdown cf. [75], [76]. The mechanisms that might
drive such a slowdown include: a violent withdrawal of insurance coverage for Al-related risk,
stalled enterprise adoption of Al, regulatory backlash, and investors suddenly pulling out of Al as
trust in the technology craters [77], [78], [79], [80]. There is historical precedent for this: after 9/11
the abrupt collapse of the insurance market for terrorism risk froze major construction projects
and grounded commercial aviation until ad hoc government intervention stabilized the situation
[81], [82], [83], [84]. If the Al disaster is an accident, we could see adoption set back a decade
given negative public sentiment about Al [85], much like nuclear power post Three Mile Island or
Fukushima [3].

Building the stack needed will require coordinated action across brokers, Managing General
Agents (MGAs), primary insurers, reinsurers, risk modelers, standard-setting bodies, oversight
bodies and government. The insurance industry must overcome a cold-start problem: many of
the components described are complements, working best in synergy. The alternative for
insurers — guarding what little proprietary data one has while relying on low limits and blanket
exclusions — may protect today’s fragile margins, but cedes the opportunity to expand the
serviceable market, enable responsible Al adoption, and protect the broader economy from
shocks.

13



Part l. The Case for an Al Insurance Stack

[.1 Introduction: Insurance as the Great Enabler

Insurance has enabled economic development for centuries by underwriting risks that drive
innovation and growth. For example, marine insurance took its modern form in 14"-century Italy
[86, pp. 274-277], and Lloyd’s of London famously originated as a coffee house turned informal
marine insurance market in 1686 [87]. Without coverage for piracy, storms, and other “acts of
God,” transoceanic trade would have remained prohibitively risky for all but the wealthiest
merchants: marine insurance opened global markets to smaller ventures [1].

Successive technological revolutions tell similar stories. The steam boilers and heavy machinery
of the industrial revolution brought unprecedented hazards requiring unprecedented coverage
[1]. Electric utilities refused to invest in nuclear power plants until insurance limited the risk of
catastrophic losses [88]. Financiers won’t lease aircraft to airlines without adequate insurance
[89]. And in developing countries, index insurance enables subsistence farmers to invest in
higher-yield inputs like fertilizer and weather-resistant crop varieties [90], [91].

Insurers do more than absorb the risk of new ventures, however: they play an active role in the
safe assimilation of new technologies. When heavy machinery brought worker injury and death,
insurers’ inspectors and safety engineers helped bend the curve [92, p. 112]: improvements in
technology and safety practices produced a 50 percent reduction in injury rates between 1926
and 1945 [92, p. 164], after liability was clarified and worker compensation insurance was
mandated in the early 1900s [93]. When electrification created novel fire hazards, property
insurers helped found Underwriters Laboratories in 1894 to research risks, develop standards,
and certify electrical equipment [53]. When automobile demand surged after World War I,
insurers established the Insurance Institute for Highway Safety (IIHS), funding crashworthiness
ratings [94] and lobbying for airbag mandates [95] — contributing to the 90 percent drop in
deaths per mile over the 20th century [96].

These investments aren’t just good PR: enabling technological adoption and reducing premiums
expand the potential customer base, while helping existing policyholders avoid losses protects
insurers’ balance sheets [2], [3]. With the advent of agentic Al, insurers have the chance to
enable responsible innovation once more.

.2 The Al Agent Economy and Its Risks

Al agents, deployed at scale, represent the next major risk enterprise is poised to take. McKinsey
estimates a $5 trillion agentic Al commerce market by 2030 [4]; Gartner forecasts 90% of B2B
buying will be Al agent intermediated by 2028, pushing over $15 trillion of B2B spend through Al
agent exchanges [5]. Aggressive estimates suggest agentic Al will become a multitrillion-dollar
market by 2030 [6], [7], [97]. Conservative estimates suggest a more modest hundred-billion-
dollar market [98]. If the truth lies somewhere between, that still represents meteoric growth.
Indeed, enterprise spend on frontier Al grew over 300% in 2025 [40], and looks to accelerate in
2026 [99].

By “Al agents” we mean Al systems built on frontier Large-Language Models (a.k.a. “foundation
models” or “general-purpose models” [39]) that can receive high-level natural language
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instructions, form plans, and take consequential actions with limited or no human oversight —
placing orders, moving funds, modifying software. Depending on how it’s built, an Al agent may
include elements of generative Al (e.g. a customer service voice agent that generates speech, or
a website building agent that can generate images).?

The technology promises to accelerate drug development [100], [101], [102], automate repetitive
tasks [6], and create entirely new categories of products and services. Business leaders
consistently rank Al adoption among their highest strategic priorities, with some businesses
seeing particularly strong returns [103], [104].

The differentiating factor is good corporate governance [105]. Al agents have a variety of
common failure modes (see Table 1) and need guardrails; business leaders express both
enthusiasm and anxiety about Al in surveys, with some 60% admitting “intentionally slowed
implementation due to concerns over potential errors and malfunctions” [17], and 87% identifying
Al-related vulnerabilities as the fastest-growing cyber risk in 2025 [106]. This reflects a growing
trust gap between C-suites and consumers; between procurement teams and vendors [107],
[108].

A cottage industry of Al assurance services has sprung up to fill this gap, from more than 500
firms in the UK alone by some estimates [109]. However, few if any hold certifications from the
United Kingdom Accreditation Service: quality is likely to vary widely [110].

The issue is one of incentives: while reputational incentives help, assurance providers lack
financial stakes commensurate with or contingent on the risk they assess. Insurers, by contrast,
bear the financial consequences of coverage decisions, and so are directly incentivized to
identify best practices in Al risk management, spread them, and leverage assurance providers to
screen out clients who don’t follow them [3].

In short, insurers won’t just drive demand for assurance services [111], but also help align their
incentives. Insurance is thus a key ingredient for credibly filling the trust gap between Al
developers and deployers, or between leadership and management: insurability becomes a mark
of confidence in the technology and its management systems.

In a recent Geneva Association report, over 90% of business leaders expressed a need for
insurance coverage tailored to Gen Al, with over two-thirds willing to pay at least 10% more in
premiums for dedicated coverage of Gen Al-related risks [18], cf. [112]. Demand is concentrated
today in tech providers, PE/VC-backed firms, and heavily-impacted professional sectors like
finance, legal, and medical. These businesses want to be confident, not only that they’re
financially covered, but also that they’re following best practices and using a reliable product.

2 All Al agents are generative in that they are currently built on LLMs; in this report we generally use
“generative Al” to refer to Al systems or the parts of systems that don’t reason, plan, or act (e.g. image
diffusion models or voice models).
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Failure Type

Description

Paradigmatic Risks

Example

Reliability failures®

Inconsistent performance
across similar tasks, and
lack of robustness to
catastrophic failure.

Hallucinations, stochasticity of
outputs, performance
degradation (“model drift”),
overreliance on the part of
human operators

Air Canada’s chatbot
invented a refund policy
that didn’t exist; courts
held the airline liable and
ordered it to honor the
fabricated discount. [28]

Alignment failures

Pursuing objectives that
diverge from the
developer or customer’s
intent, whether due to a
failure in understanding
or due to adversarial
behavior

Specification gaming, reward
hacking, scheming

Replit’s coding agent, told
to freeze all changes,
deleted a production
database and faked
~4,000 records to cover
it. [113], cf. [114]

Security
vulnerabilities

Novel attack surfaces
introduced by the agent’s
autonomy or tool access

Prompt injection, jailbreaking,
privilege escalation,
misconfigured tool
permissions (e.g. overly
permissive MCP servers)

An autonomous agent
exploited a flaw in
McKinsey’s internal Al
platform Lilli (40,000+
users), gaining read-write
database access in two
hours — including the
ability to rewrite the
system prompts
governing the Al. [115]

Multi-agent failures

Emergent behavior
arising when large
populations of agents
interact with each other
and shared environments
in unanticipated ways

Miscoordination (agents failing
to align their actions), conflict
(agents pursuing incompatible
goals), and collusion (agents
cooperating against user or
societal interests);
destabilizing dynamics such as
cascading failures, feedback
loops, and echo chambers

In a study, two agents hit
by the same scam each
correctly judged it to be
fake. Rather than verify it
independently though,
they simply agreed with
each other — an echo
chamber that left them
overconfident in the
safety of the system they
oversaw. [116]

Table 1. Common failure modes of Al agents.

3 We might have also listed "Capability failures" as another category. However, in the scientific literature,
this typically refers more or less to tasks Al systems simply cannot accomplish yet (cf. [26]). Where Al
agents are truly incapable (as opposed to merely unreliable), they simply aren’t deployed. As such, this

failure category is not of great interest to insurers.
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Confidence, trust, incentivizing responsible adoption: these are material. Enterprises
successfully converting Al investments into productivity gains prove it [105]. Over the next 10
years, the International Monetary Fund (IMF) estimates productivity gains from Al will boost US
GDP by up to 5.4 percent and EU GDP by up to 4.4 percent [117], [118]. The Atrtificial Intelligence
Underwriting Company estimates that some $200 billion of that potential gain for the US
depends on insurers’ doing their part: transferring risk, building trust, investing in loss control,
and spreading best practices.*

But insurers are not ready. Surveys indicate that many underwriters are miscalibrated about the
risk their policyholders pose: nearly 50% of Lloyd’s underwriters® surveyed believe their
policyholders have “adequate” Al risk management [11], yet, in a Deloitte survey, only 1in 5
businesses report having a mature model for governance of autonomous agents [12]. That
disconnect should raise red flags.®

Meanwhile, many portfolio managers likely “don’t know how exposed they are to Al risks,
because they’re not asking those questions and they have no data” [8]: as of March 2026, over
90% of insurers’ exposure to Al agent risk sits in silent coverage, unpriced, invisible, and
potentially destabilizing [9]. That exposure is concentrated in cyber, D&O, CGL, Tech E&O, and
other products covering pure economic losses [8], [9], [11], but will quickly expand into property,
environmental, and bodily-injury risk as agentic Al moves into buildings, vehicles, factories, and
other physical settings [119].

* To reach this estimate, we adjusted a parameter in the IMF's model: the US' Al Preparedness Index (AlPI)
score, creating two scenarios: a high and a low institutional readiness scenario. From their description, we
know the Total Factor Productivity (TFP) shock they model is proportional to the AIPI score for a given
country. However, we don't have access to the IMF's full model. We therefore approximated the delta
between our two scenarios by simply multiplying the IMF's mainline estimate (5.4% boost over 10 years) by
the percentage change in the parameter. This rests on the assumption that small enough adjustments to
the scale of the TFP shock result in quasi-linear changes in the model's output.

Our inputs were as follows. We took US GDP today as $30 trillion and assumed a no-Al baseline growth
rate of 2% per year over a ten-year horizon, giving a baseline GDP of $36.57 trillion in ten years. On top of
this, we applied the IMF's 5.4% Al-driven level increase, yielding a baseline-with-Al GDP of $38.54 trillion.
The implied Al contribution is therefore $1.97 trillion. We created our low and high institutional readiness
scenarios by, respectively, lowering the US AIPI to 0.71 (a reduction of 0.06), and raising it to 0.79 (an
increase of 0.02). We treat this as an adjustment in the Regulation and Ethics component of the US' AIPI
score, which we believe best captures insurance's potential private regulatory effect. This component
makes up 25% of the AIPI score. (The maximum AIPI score is 1).

We scaled the GDP boost from Al's TFP shock by the ratio of the new AIPI to the baseline AIPI. The low
scenario ratio is 0.71/0.77 = 0.922, shrinking the Al boost from 5.4% to about 4.98%. The high scenario
ratio is 0.79/0.77 = 1.026, increasing the boost to about 5.54%. In dollar terms, the downside scenario
reduces the Al contribution by about $154 billion, and the upside scenario adds about $51 billion. The total
swing from low to high is roughly $205 billion in ten-year GDP.

5 NB: the survey was of Lloyd’s Market Association members. 94% of the respondents were underwriters.

6 Some of the disparity might be explained by underwriters effectively selecting good risk and screening
out bad risk, but it seems unlikely this can fully explain the gap.
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Things are beginning to change as Al-related losses and lawsuits rapidly increase [8], with US
consumers filing some 800 suits in 2025, up 140% from 2024 [15]: many insurers are responding
by excluding Al risk from policies [15], [16], [13], [14], [120], [9]. This defensive maneuver solves
the ambiguity of current language which serves no one [121], and addresses insurers’ silent
exposure to Al risks that weren’t properly priced into existing policies.

Exclusions aren’t inherently problematic: they represent a healthy market correction, important
for avoiding a collapse in those lines of business, and reducing moral hazard cf. [122, p. 109].
There is good reason to believe the risk profile of Al agents differs significantly from the risks
these legacy policies were designed for. Agentic Al isn’t just more cyber: cyber security systems
don’t have psychologies that can be hijacked with natural language prompt injections.
Employees are susceptible to phishing, of course, but employees’ psychologies aren’t all
“updated” and deployed simultaneously. Nor is agentic Al risk just more Tech E&O: software as a
service (SaaS) products are typically deterministic, and built-for-purpose with a bounded scope;
Al agents receive extremely open-ended prompts, and are inherently general-purpose even if
developers try to restrict what actions they can take. Furthermore, human professionals don’t
typically have “psychological breakdowns” and take on new personas after making a
catastrophic mistake: current Al agents have been known to do so [113], [114]. And when Al
agents act deceptively or cause harm against their developers’ wishes [113], [123], [124], do these
harms trigger exclusions? Traditional policies do not have adequate answers.

Excluding Al risk from legacy lines is therefore prudent. It is not enough, however: simply writing
exclusions leaves customers out in the cold and abandons insurers’ traditional role as enablers of
innovation. It leaves a widening coverage gap cf. [112].

What businesses need is affirmative coverage: explicit, appropriately priced protection for Al
risks, through endorsements or standalone policies. Downstream developers of Al agents (e.g.
Cursor, ElevenLabs, Harvey), their deployers (e.g. JP Morgan Chase, Kaiser Permanente, Orrick),
and foundation model developers (e.g. Anthropic, OpenAl, Google DeepMind) will all need
coverage against both of the following:

e First-party losses, where Al agents are implicated in damages to the policyholder’s own
systems, data, operations, or reputation;

e Legal liability risk, where the policyholder’s Al-enabled product or service harms a
business partner, customer, or member of the public, who then sues.’

We believe this is achievable: we believe that affirmative coverage of Al agents, with enterprise
coverage towers reaching the billions, is achievable by 2030.

.3 On The Insurability of Al Agents

This breadth of coverage will remain theoretical unless insurers can reliably profit from it at
premiums that businesses are willing to pay. This brings us to the question of insurability.

" The next most important is likely contingent business interruption insurance, which covers supply-chain
failures. l.e. where a vendor's Al system — a foundation model provider, a cloud host, or an integration
partner — fails in a way that disrupts the policyholder's business.
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Al agents are not a monolith. Any serious discussion of their insurability must grapple with this.
On a technical level, agentic Al isn’t even one technology, but a composite of many. Currently
agents are built on Large Language Models (LLMs) (e.g. OpenAl's ChatGPT or Anthropic’s
Claude), which developers can then scaffold to programmatically interact with traditional
software, orchestrate into teams of agents, fine-tune on proprietary data, or couple with
narrower models of specific modalities (e.g. vision or voice models).

As such, Al agent risk can vary enormously, by system type, use case, and position in the value
chain, among other things. A startup’s internal deployment of a coding agent that might
permanently delete or corrupt a codebase [113], [114] presents a very different risk to an
enterprise’s deployment of a customer-facing voice agent that might draw regulatory action for
providing harmful financial advice [125]. Properly differentiating risk is essential to sustainable
pricing, as discussed below (see §1.3.C and §l1.5. See also cf. [9], [122, p. 104]).

Here, however, we keep a bird’s eye view, treating agentic Al as a single risk category. A key
premise of this report is that a common insurance infrastructure can advance the insurability
frontier on virtually all forms of Al agent risk simultaneously. This premise ultimately rests on our
belief that agentic Al is a general-purpose technology, comparable in scope to electricity [126].
Just as electrification reshaped risk profiles across the economy — from factory floors to
household kitchens — agentic Al will reshape the risk landscape wherever it is deployed. And
just as electrification required (and enabled) a coordinated buildout of new insurance
infrastructure — building codes, appliance standards, new data collection regimes — so too will
agentic Al.

Our premise has one major exception: catastrophic risk from frontier Al agents (“Al CAT”),
whose magnitude and correlation structure render it all but uninsurable through conventional
private markets. We expect markets to provide limited coverage for “normal” catastrophes (<
$50 billion) arising from e.g. concentration in the Al supply chain (cf. the 2024 CrowdStrike
outage)® but virtually none for societal-scale risks (> $50 billion) such as Al-enabled bio-terrorism
or loss of control scenarios [39] (cf. the 9/11 terrorist attacks or COVID-19 pandemic).® The
infrastructure described in this report will help price and manage these risks at the margin, but
coverage at that scale requires alternative capital structures and purpose-built institutions.

We address accumulation risk in §1l.2 and Al catastrophes more broadly in Part lll; the bulk of
this report concerns developers and deployers downstream of foundation model providers,
where exposure units are numerous enough for risk-pooling to function and accumulation risk
can be managed through exclusions and sub-limits.

With the scope of our investigation clarified, the remainder of this section asks: what general
characteristics of this technology make it more or less insurable?

8 US losses for this event are estimated to be some tens of billions [127], [128].

9 US losses for these events are estimated to be roughly $150 billion (2026 USD) [129], cf. [130] and $20
trillion (2026 USD) [131], respectively.
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I.3.A Good News: The Technology Is Maturing

Several converging signals suggest that the frontier Al systems agents are built on are becoming
more accurate and reliable, at least for routine use cases. We highlight two.

First, published benchmarks tracking helpfulness, harmlessness, reliability, and other dimensions
of alignment have shown sustained improvement across successive model generations [23], [24,
p. 116], [27]. These benchmarks are imperfect proxies for reliability cf. [26], and benchmark
saturation is a serious challenge [25]. But the consistency of the trend over time, across several
benchmarks, is meaningful.

Second, analysis of the available public data by the Artificial Intelligence Underwriting
Company suggests that the rate of misuse and harmful output per unit of usage is declining.
From 2023 to 2025, a composite index of frontier Al incidents grew at roughly 100% year-over-
year while a composite index of usage grew at roughly 350%, an approximately 80% decline in
the incident-to-usage ratio. The result is robust to sensitivity tests. This decline likely reflects not
only the technology becoming more reliable, but also users and businesses learning where it
works reliably and building experience as adoption broadens. However, the underlying data is
too noisy and too short in temporal coverage to support strong conclusions. Furthermore, the
construct validity of the indices is fragile given the sheer variety of phenomena bundled together.
(See Appendix 1 for the full construction, biases, and sensitivity analysis).

One practical upshot for insurers is that premiums should track not just a policyholder’s revenue
or headcount, but ideally their Al usage volume as well, since usage is shifting dramatically and
therefore might be the more reliable indicator of activity levels. Anecdotally, data from partners
of the Artificial Intelligence Underwriting Company suggests that Al usage typically goes
through a phase change once a company moves from pilot to production use. Below (§11.7) we
discuss telematic-like mechanisms for insurers to track this usage.

I.3.B Bad News: Signs of Thickening Tails

If the rate of incidents per unit of usage appears to be falling, the upper bounds of per-incident
losses appear to be rising: as Al applications become more consequential, so too are the harms a
single incident can inflict.

This trajectory is visible in the public record. In 2022, the story was Air Canada’s customer
service chatbot hallucinating a refund policy [28]. In 2025, it was Google being sued for its Al
search feature fabricating claims that cost Minnesota solar company Wolf River Electric tens of
millions in contracts [132], [133]. 2026 is poised to bring still larger losses, including unauthorized
practice of law cases involving frontier Al systems [31], [32] and a growing number of wrongful
death lawsuits [29], [30], [134]." These last could each settle in the millions or tens of millions
given the deep pockets of the defendants and the youth of the harmed individuals [135], [136],
[137]. Experimental studies also provide concurring evidence: improvements in Al capabilities

' This includes public incident databases, trust and safety disclosures from frontier Al companies,
litigation data, daily message rates, enterprise frontier Al AP| spending, and token volume counts.

" This isn’t even to mention the multi-billion dollar copyright cases involving the training of these Al
systems [13].
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are outpacing improvements in reliability (consistency, robustness, predictability) and safety
[26].

The announcement, release, and subsequent removal of Anthropic’s Mythos-class models are
possibly the most vivid data points. With safeguards disabled or circumvented, these models
have been autonomously discovering and exploiting zero-day vulnerabilities that have survived
decades of expert human review in every major operating system and web browser [34], [35],
[138]. To avoid their models being misused for large-scale cyber attacks on critical infrastructure,
Anthropic initially restricted access, giving defenders a chance to patch their systems before a
wider release [33]. Even now, wider deployments have been barred or delayed partly on national
security grounds: the US government seems skeptical the safeguards implemented by OpenAl
and Anthropic are sufficiently robust for such powerful systems [139], [140].

As we approach artificial general intelligence, many experts warn of more alarming dual-use
capabilities, such as synthetic biology capabilities [39], [141]. These could enable bio-terrorism,
and other societal-scale catastrophes whose damages can run into the hundreds of billions or
trillions. Some experts also warn of the possibility of losing control over advanced Al systems
that develop goals misaligned with their operators’ intentions. In the limit, they warn, this could
lead to human extinction [39], cf. [64], [65]. We discuss these risks in Part Il below.

All of this suggests that, if little effort is made to control tail risks, the loss distribution for Al
agent risk could become heavy-tailed, with low-probability, high-severity events dominating
expected loss cf. [112]. This would make adequate capitalization much more difficult to estimate,
and dramatically raise the cost of coverage, since for a fixed expected loss, higher variance
losses require insurers to hold much larger capital buffers. With sufficiently heavy tails, portfolio
diversification breaks down entirely: when a single loss can dwarf the rest of the book, adding
policies adds exposure to catastrophe faster than it adds premium to absorb it [42]. In that world,
premiums rapidly become unaffordable, and the market remains stunted.

1.3.C Heterogeneity in Al Agent Risk and Adverse Selection

Another concern for insurability is adverse selection, when insurers disproportionately attract
bad risk, while responsible actors, correctly judging themselves to be overcharged, decline
coverage. By default the risk of adverse selection is high for agentic Al, due to serious
information asymmetries between insurers and their potential policyholders [21].

Earlier we mentioned the heterogeneity of Al agent risk by system type, use case, and position in
the value chain — a coding agent versus a voice agent, a foundation model provider versus a
downstream deployer. But there is a second, equally consequential axis of heterogeneity: the
maturity of risk management and the robustness of technical safeguards within a given class of
systems or actors. Two customer-facing voice agents handling financial advice may present
superficially similar risk profiles, but if one is coupled with robust output filtering and appropriate
human oversight protocols while the other is not, the residual risk diverges enormously.

To illustrate, when researchers recently attempted to extract in-copyright texts from frontier Al
models developed by different companies, results varied dramatically, despite all the models
being of comparable capability and vintage [142]. The differences in IP risk appear to stem
largely from differences in safeguards — that is, from differences in policyholders’ approaches to
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risk management. Insurers need tools for probing and pricing these differences. (see §Il.5
below).

I.3.D Agentic Al as a Dynamic Risk, and the Limits of Actuarial Modeling

Finally, the sheer rate of development of frontier Al (and agentic Al by extension) poses its own
challenge to insurability. Traditional actuarial modeling depends on stable or gradually evolving
loss distributions that permit credible extrapolation from historical data. Like other dynamic risks,
however, agentic Al is a technology whose risk profile is not merely uncertain but actively
shifting. Consider that the length of tasks that coding agents can accomplish without human
intervention is currently doubling roughly every four months [19]. Capabilities in other jobs see a
similar rate of improvement [20]. New use cases, safeguards and vulnerabilities emerge on a
similar timeframe. Actuarial models will therefore struggle to remain predictive on their own [3],
[21]: insurers cannot rely solely on backward-looking loss experience (see §l1.6.A below).

This pace of change also compounds the differentiation problem discussed above. A
policyholder’s risk will shift materially between policy inception and renewal, as they modify their
Al deployments and adopt (or fail to adopt) updated loss controls. Static, point-in-time
underwriting will therefore struggle to remain accurate over a policy’s lifecycle (see §IL.7).

.4 A Healthy Al Insurance Market Will Depend on
Technical Underwriting and Active Loss Prevention

Signs of thickening tails, heterogeneous risk management, and a technology evolving faster than
actuarial models or traditional underwriting cycles are equipped to handle: these dynamics
threaten the insurability of Al agents, mirroring challenges that cyber insurance has faced for
years [21], [41], [42], [6Q].

This isn’t to say Al agent risk can’t be measured and quantified, or controlled. Rather, the point is
that doing so will require insurers to become active participants in shaping and understanding
the technology, as they have in the past. As Part Il describes, policyholders’ risk management
can be audited, safeguards can be verified and stress-tested, tail risk can be controlled, and
residual risk can be estimated. Success or failure will be the difference between profitable risk-
selection and adverse selection; between aligned incentives and moral hazard; between an
affordable, thriving market and an unaffordable, failed one.

When insurers successfully get a handle on a technology — coupling rigorous risk selection with
a complete insurance stack of incident data collection, standard-setting, monitoring, claims
management, and so on — the welfare benefits are tangible. Three examples demonstrate this.

In auto insurance, the Insurance Institute for Highway Safety’s (IIHS) data sharing,
crashworthiness ratings, safety research, and brokered agreements with manufacturers have
contributed to measurable safety gains: the risk of serious injury or death in a rollover is 27%
lower in model-year 2010-2016 vehicles than in 1995-1999 vehicles, much of which is
attributable to design changes prompted by IIHS rating criteria [50]. A virtuous cycle between
private standards, market competition, and public regulation drives these continuous
improvements: manufacturers redesign vehicles to improve their crashworthiness ratings; better
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design gives regulators room to raise the floor on federal standards; and the IIHS responds by
raising the bar for their private crashworthiness ratings.

U.S. Traffic Fatality Rate & Vehicle Miles Traveled,
1994-2023

Fatality rate per 100 million VMT vs. annual VMT in billions
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Figure 3. US motor-vehicle-related deaths per million vehicle miles traveled (VMT) and annual VMT, by year. 1994-
2023. Source: Fatality Analysis Reporting System, National Highway Traffic Safety Administration [143].

Malpractice insurance for anesthesiology presents another successful precedent. In response to
rising premiums in the 1970s [43], malpractice insurers and the American Society of
Anesthesiologists (ASA) began the closed claims project. This program aggregates confidential
claims data and analyzes it in order to develop and promulgate best practices [44], [45].
Adoption of these practices was rewarded with premium reductions of 15-25% [46]. Patient
mortality dropped tenfold, from 1in 10 000 in the 1970s to 1 in 100 000 in the 1990s [47]: the
efforts of the closed claims project and other mutual insurers are widely regarded as a major
driver of that trend [44], [45]. Of particular relevance to insurability, the share of claims
attributable to death and permanent brain damage — the most severe categories — declined
from 56% in the 1970s to 32% by the 1990s [144]. Premiums have also fallen substantially, both in
nominal terms and relative to premiums for other physicians despite the mean payment per paid
claim rising over the same period [48], [145].
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Insurers have also mastered safety-critical technologies that pose catastrophic risks, such as
commercial nuclear power. For starters, pricing was remarkably accurate at least as early as the
1970s, despite incredibly limited data."” Furthermore, in the wake of the Three Mile Island
accident, nuclear power operators recognized they carried large uninsured first-party risks. In
response they formed the Institute for Nuclear Power Operations (INPO), backed by an industry
mutual, Nuclear Energy Insurance Limited (NEIL). Through rigorous operator accreditation, peer
inspections, and pooled incident data [146] — again rewarded with insurance premium discounts
[68] — safety culture greatly improved: serious incidents (such as partial core melts) have
declined sharply and nuclear insurers have increasingly retained more of their exposure, ceding
less to reinsurers [3, pp. 86-87].

It's entirely plausible a healthy market for Al insurance could help produce reductions in losses
and an expansion in the serviceable market for affirmative Al insurance, similar to these historical
examples, and possibly in a much shorter time frame: the feedback loop of development,
deployment, and in-service learning is much tighter for agentic Al systems (~8 months),
compared to, say, cars (~10 years), airplanes (~45 years), or nuclear power plants (~50 years).

To be clear, this is not a prediction: we only mean to give a sense of what is possible if the
insurance industry puts in the work. These precedents demonstrate that profitable, welfare-
enhancing outcomes are achievable. However, they are not the default. In the next section, we’ll
discuss why competition is the culprit, and what can be done to limit its detrimental effects.

.5 Lessons from Cyber and the Imperative to Coordinate

The thesis of this report is that the insurance industry should swiftly build out the full stack of
insurance infrastructure needed to enable and underwrite Al adoption: the two go hand-in-hand.
However, many components of that stack — pooled incident data collection, robust technical
standards, common rating schedules, agent protocols that mitigate systemic risks — are
essentially public goods™ that carriers don’t see value in investing in. New specialty lines
typically reward proprietary data; first movers earn outsized returns by writing what no one else
can price. Furthermore, antitrust is an obstacle to coordination on policy language and minimum
underwriting requirements.

This competitive logic is real [3], [147], [148], and we expect market participants to follow it by
default. However, we want to stress this is a choice. It is a choice on the part of carriers not to
pool loss data: antitrust carve-outs for this exist, but are not always used [149]. It is a choice on
the part of reinsurers to allow lax underwriting discipline among the carriers they reinsure,
enabling a race to the bottom. And it is a choice on the part of industry associations and
oversight bodies like the Lloyd’s Market Association and Council of Lloyd’s to stand idle, instead
of accelerating the transition away from silent unpriced coverage by encouraging (or mandating)
the adoption of model language that either excludes or affirms coverage. To be sure, these are

12 Ex ante insurers estimated the frequency of serious incidents at roughly 1-in-400 reactor-years, which a
retrospective study demonstrated was in fact within the right order of magnitude; the same can’t be said
of the 1-in-20,000 reactor-years estimate from a contemporary government report [3, p. 871.

8 Where access to the goods (e.g. fire rating schedules) requires a subscription, these are technically
“club goods.” This somewhat softens the concern.
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difficult choices with many tradeoffs, but recent lessons from cyber insurance stress the
consequences of underweighting market coordination. This is our focus here.

NAIC Cyber Insurance — Policies in Force & Direct Written Premium (2016-2024)

U.S. domiciled insurers only - Alien surplus lines excluded
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Sources: NAIC Cyber Supplement 2020 Report (2016-2020); NAIC 2025 Cybersecurity Insurance Report (2021-2024).

Figure 4.

Cyber has famously suffered from siloed incident data, a struggle to coordinate on minimum
security controls, and a lack of standardized policy language which makes it difficult to compare
products [21], [60]. These failings have contributed to the prevalence of narrow products, low
limits, ambiguous triggers, claims disputes [59], and volatile premiums (see Figure 4), with many
would-be buyers simply priced out [60]. The result is a market stalling well below its potential,
with Gross Written Premiums (GWP) only just reaching $16 billion globally against total cyber
losses in the tens of trillions [150] and an astonishing 50% of cyber premiums ceded to reinsurers
[60, p. 211], [63], [151]. The coverage gap is acute: among businesses with cyber insurance, only
28% of losses are covered in the average breach [152]. Relative to total cyber losses across the
economy, insurance covers only between 1% and 10% [153], [154], [155]. In short: carriers have
competed vigorously for a small pie when the industry could have coordinated to grow a larger
one and serve more customers. This is where the default competitive logic leads.

Cyber has shown improvements: agreed-upon minimum security controls (e.g. multi-factor
authentication (MFA)) [156], [157], [158], increasingly aligned incident-response playbooks, and
partnerships with cloud service providers that allow carriers to profitably write smaller policies
[63]. Furthermore, absent bottom-up data sharing, governments began sending top-down
nudges in the 2010s: incident reporting requirements in critical industries [159], [160] and threat-
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intelligence sharing through dedicated institutions that benefit from liability safe harbors [161].
Eventually, in 2021, major carriers formed their own data-sharing partnership, CyberAcuView,
which provides members analysis of their aggregated data [162], [163].

If each actor plays its part, the market for Al insurance can avoid cyber’s pitfalls and skip many of
its growing pains; Part Il of this report explains how. The question here is whether the incentives
and the will exist to do so. Only industry leaders can answer the latter; here we confine ourselves
to the question of incentives.

Two features of agentic Al sharpen the case for coordination relative to cyber. First, the
technology moves fast: data depreciates in months rather than years, making proprietary data
moats much harder to sustain. Second, much of the relevant incident data for Al risk — e.g.
hallucination rates or classifier failure rates — can neither arm attackers nor reveal personally
identifiable information. This makes it inherently less sensitive than cyber incident data, and
more akin to aviation, auto, or healthcare malpractice data that reveals hardware and operator
failure rates. Governments can (and should) further encourage data pooling (see below), but
industry needn’t wait to prove its willingness to be team players.

Though some carriers will lose some edge, we believe expanding the serviceable market through
common infrastructure will prove cost-effective. Carriers stand to capture value in four ways:

¢ Improved loss control through collective resilience: agentic Al exhibits failure modes
reminiscent of both auto and fire: collisions between agents making faulty transactions
with each other; and conflagrations as one agent’s failure propagates through a multi-
agent ecosystem, potentially hopping across organizational boundaries (see §l1.2). As in
auto and fire, effective interventions are often coordinated controls — analogs of
automatic emergency braking or municipal fire codes — whose benefits cannot be fully
captured by single policyholders [3]. A fire-resistant roof doesn’t just benefit that home’s
owner, but also neighbors. Insurers are often well-positioned to capture these positive
externalities (one insurer might cover much of a neighborhood against fire damages), but
a minimal amount of coordination between competing carriers is still required to both
invest in safety R&D and encourage policyholders to adopt safety innovations. We
discuss this more in §11.3 and &lL.7.

e Dampening soft to hard market swings: Competition between carriers during a soft
market can undermine the ability of underwriters to encourage good risk management
among policyholders, setting up a bigger hard-market swing when losses consequently
tick up [63, p. 4], cf. [164]. Reinsurers and oversight bodies should act as a
counterweight, pressuring underwriters to adopt minimum requirements for insurability.
Had this occurred earlier in cyber, underwriters might have had the leverage to spread
security controls like MFA much earlier and blunted the ransomware surge that drove an
abrupt premium swing in 2020 and 2021. We expect Al agent security will be no
different: underwriters will again need recognized minimum standards for issues like
least-privilege scoping of the tools and data exposed to agents through protocols such
as the Model Context Protocol (MCP) [165]. We discuss this more in &l.3 and &l1.5.

e Reduced friction: Much of the cost of a nascent specialty line is paid in translation —
bespoke questionnaires, idiosyncratic policy language, incompatible evidence
requirements, and the broker hours spent reconciling all three. Standardization on the
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dimensions discussed in Part Il — definitions, exclusions, triggers, evidentiary artifacts,
mandated technical controls — straightforwardly expands the addressable market by
lowering transaction costs. Since coverage terms are a dimension on which carriers
rightly compete and differentiate, the responsibility falls on industry associations to
promulgate model language and harmonized forms that carriers can adopt. Buyers get
more comparable products; carriers get cleaner submissions; brokers get a market that
scales.

e Economic growth: Insurers are among the largest institutional investors in the global
economy, and their liabilities are funded by long-duration assets whose returns track
broad economic performance. To the extent well-designed Al coverage accelerates
responsible adoption and, perhaps more importantly, helps avoid an Al Three Mile Island
that could destroy trillions in value (see Part Il below) [22], the insurance industry
captures the upside twice: once through expanded premium volume, and again through
invested securities. Underwriting Al well is thus not merely a defensive posture against
silent exposure; it is good portfolio management.

Crucially, coordination does not mean abandoning competition. Nor can it extend to
collaboration on genuinely competitive features, which competition law rightly forbids; the
coordination we describe is best convened by reinsurers, industry bodies, and regulators rather
than agreed among competing carriers. Carriers will continue to differentiate on distribution,
service, claims handling, capital efficiency, and the underwriting judgment layered atop common
infrastructure. Underwriting margins for the very top performers may be somewhat narrower in
the world we are describing, but the larger volume of cover written should make up for it.

In sum, the insurance industry faces a choice between two paths. The first is to fulfill insurance’s
traditional role as economic enabler: grow the pie, and accept somewhat smaller moats in a
much larger market. The second is to forsake that role and fight over a smaller one. This report
urges the former. It calls for departing from the default competitive logic and building, from the
outset, what is needed to write affirmative Al coverage at scale.

Our optimism rests on the fact that, for this market, we have the benefit of hindsight.
Understanding how insurance markets mature — what works, and what doesn’t — will allow this
one to be built with greater prudence. What that entails is the subject of Part Il.
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Part Il. Building the Al Insurance Stack

Our thesis is simple: frontier Al represents a general-purpose technological shift on the scale of
electrification or the introduction of heavy industry, not an incremental change in business
software. Insurers must adapt for their own sake, but they also have a critical role to play in
enabling such a major technological shift and helping society manage the downsides.

Insurers need a plan. Part |l of this report provides one, describing the eight interlocking
components that make up a complete Al insurance infrastructure stack. We categorize the
components by their role in the value chain: a foundational function that feeds into all others, two
cross-cutting functions that support many others, three core functions for product &
underwriting, and another two core functions for servicing policies (see Figure 5).

The Al Insurance Stack

{

Incident Data
Collection + Analysis

|

Contract Design

! !

Risk Selection +

Standards —> )
Evaluation
Accumulation Risk Prici
»  Research+CAT Modeling ricing
Ongoing Loss
Control + Monitoring
Legend:

Foundational ¢
Supporting Functions Incident Response +
Product & Underwriting Claims Management

Servicing Policies

l J

Figure 5.
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The complementarities between these components are numerous. For example:

Incident response and claims management are key sources of incident data, whose
analysis feeds into virtually every other layer: standard setting, risk evaluations, pricing,
and safety R&D.

Contractual exclusions aimed at controlling accumulation risk depend on technical
controls mandated by robust standards and best underwriting practices: without logs
and training-data details for post-incident forensics, claims adjusters won’t be able to
trace an error to its source and thus won’t be able to enforce exclusions of losses caused
by upstream model failures.

A pair of components together enable insurers to cover a technology that moves faster
than the annual underwriting cycle: telematic-style usage-based pricing, so premiums
keep up with surging enterprise usage; and conditioning payouts on maintaining best
practices, as codified in standards that keep pace with the technology.

Controlling losses and improving risk management over the life of a policy involves a
feedback loop: standards mandate the technical controls that undergird learning (e.g.
periodic performance evaluations, incident logging, and other documentation);
underwriters encourage certification against those standards; and finally the data
generated by those controls, together with the post-incident forensics they enable,
inform rapid iterations on standards and underwriting processes.

These complementarities make getting the stack operational something of a cold-start problem.
Building it will therefore require leadership and a whole-of-industry approach: brokers,
Managing General Agents (MGAs), primary carriers, reinsurers, risk modelers, standard-setting
bodies, oversight bodies and government all have roles to play. Table 2 summarizes each
component and our recommendations for each type of actor. (Our recommendations for
policymakers focus on the US and UK contexts, but analogous recommendations carry over to
other jurisdictions).

In the rest of Part Il we provide a detailed blueprint of each component in this stack, regularly
drawing on historical precedents that show what success looks like and what pitfalls to avoid.
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Component

Key Actions

Carriers and MGAs

Reinsurers

Advisory Bodies and Risk

Modelers

Oversight Bodies and Government

Incident Data
Collection &
Analysis

= Build a shared incident database as an
industry resource (similar to
CyberAcuView), combining public and
private policyholder data.

= Build a shared incident database
as an industry resource (similar to
CyberAcuView), combining public
and private policyholder data.

= Encourage carriers to adopt a
standard incident taxonomy and
data structure.

= For severe incidents, enact
mandatory Al incident
disclosures (similar to SEC rules
for cyber incidents).

= Establish a voluntary anonymized
reporting database at NIST
(similar to NASA’s ASRS).

= Provide long-term reauthorization
to CISA to enable an Al-ISAC.

Accumulation

= Form or support an industry safety

= Form or support an industry safety |=

Develop formal Al

= Commission or prompt Al

Risk Research & research body (similar to the IIHS or research body (similar to the IIHS catastrophe scenarios and catastrophe scenario modeling
CAT Modeling IBHS) to study systemic Al risk and or IBHS) to study systemic risks accumulation risk models, (PRA, Council of Lloyd’s, FIO as
develop shared infrastructure and from Al agents and develop shared | including from single points part of TRIP).
protocols for making Al agents safe, infrastructure and protocols to of failure, supply chain = Track frontier Al exposure across
secure, and reliable. make them safe, secure, and concentration, risk of the market and model
= Track frontier Al exposure across reliable when deployed at scale. emergent multi-agent accumulation risk (Council of
portfolio. = Track frontier Al exposure across failures and more. Lloyd’s).
portfolio and model accumulation
risk.
= Develop or commission Al
catastrophe scenario modeling.
Standard Setting (= In underwriting, consider what = Encourage carriers to recognize = Develop and maintain = Recognize effective private

standards the policyholder has been
audited against.

= Where available, leverage a
policyholder’s audit report to
accelerate underwriting.

certain standards as an

underwriting signal, and possibly
as a minimum requirement for n
insurability.

prescriptive Al agent
standards (similar to UL).
Build accreditation
programs for third-party
auditors.

standards in regulatory guidance
or procurement requirements.

= More broadly: reduce uncertainty
of law.

Contract Design

» Draft affirmative Al coverage with
durable definitions. Consider
specifying unifying factors for
aggregation clauses.

= Exclude currently uninsurable
accumulation risks (e.g. losses arising
from failures of upstream Al model
providers).

= Encourage the use of model policy |=
language.

Promulgate model language
for Al-specific definitions,
exclusions, and triggers
(LMA, 1SO).

= Encourage or require carriers to
report macro-level data on Al
coverage (NAIC, Council of
Lloyd’s), possibly including
number of policies in force, direct
premiums written, loss ratios etc.

= |ssue a notice encouraging or
directing carriers to end silent Al
coverage by a given date (PRA,
Council of Lloyd’s).

Risk Selection & |= Inquire into the systems’ safeguards, = Develop standardized
Evaluation as well as the organization’s Al literacy proposal forms (ACORD,
and governance practices. LMA).
= Conduct or require performance = Develop a rating schedule
evaluations, red teaming, and where for agentic Al systems
applicable, chaos testing. (similar to ISO’s FSRS).
Pricing = Use performance evaluation scores as = Supply risk modeling

a pricing input, serving as quasi-
actuarial data.

= Feature rate according to system
specifications and safeguards
implemented.

= Partner with frontier model providers
to track a policyholder’s Al usage.

services to improve carrier
pricing (especially for
accumulation risk loading).

Ongoing Loss

= Encourage or require regular

Control & performance evaluations, red teaming.
Monitoring * Help policyholders with remediation
and provide loss control guidance.
= Partner with frontier model providers
to monitor a policyholder’s controls.
Incident = Establish pre-approved panels of Al- |= Encourage or require structured = Develop standardized = Support institutional learning, by
Response & specific technical response providers. forensic reports as a condition of a incident and claims both clarifying liability and
Claims = Encourage or require structured major claim settlement. reporting templates reducing friction for voluntary
Management forensic reports as a condition of a * Train claims adjusters to be Al (ACORD, LMA). Update reporting.
major claim settlement. literate. standards in light of incident
» Train claims adjusters to be Al literate. trends.
= Extract learnings from incidents to
improve underwriting and loss control.
Table 2. Overview of the Al Insurance Stack and Recommendations
Acronyms:

ACORD: Association for
Cooperative Operations Research
and Development

TRIP: Terrorism Risk Insurance
Program

NASA: National Aeronautics and
Space Administration (US)

FSRS: Fire Suppression Rating
Schedule

NIST: National Institute of UL: Underwriters Laboratories

Standards and Technology (US)

PRA: Prudential Regulation
Authority (UK)

IIHS: Insurance Institute for
ASRS: Aviation Safety Reporting Highway Safety

System

CISA: Cybersecurity and
Infrastructure Security Agency (US)

FIO: Federal Insurance Office (US)

ISO: Insurance Services Office

LMA: Lloyd’s Market Association
SEC: Securities and Exchange

NAIC: National Association of Commission (US)

Insurance Commissioners (US)
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Il.1 Incident Data Collection and Analysis

The foundation of any insurance market is loss data — data on what goes wrong, why, how often,
and at what cost. This is required for refining pricing, underwriting, and loss control.

This requires the systematic and standardized gathering and analysis of harm events, near-
misses, and Al-related litigation. On this last, many cases are settled out of court, and suits often
resolve months or years after the incident, leaving the public record incomplete. A
comprehensive loss model thus requires supplementing litigation and claims data with open
source data, such as public reports on the internet.

Incident reporting is complicated by the fact that agent failures are often silent: rather than
crashing, an agent may continue to look healthy while producing plausible-but-wrong outputs
[166], [167], [168]. The solution is scaffolding that provides anomaly detection and generally
greater agent observability [166], e.g. [169]. As discussed below, Al agent standards and
underwriting controls should inquire into such scaffolding (see §l1.3 and &§l1.5, respectively).

A comprehensive database would cover, among other things:
e Abrief summary in plain text

¢ System type (modalities, foundation model used, product version...)

e Deployment (pre vs post-deployment, internal vs external)

e Harm type (bodily injury, property damage, pure economic, privacy, reputation,
discrimination, intellectual property (IP) infringement, environmental, regulatory fine,
criminal)

e Estimated losses
o Entities implicated and impacted

¢ BRoot causes identified, if any (see [170], cf. [171])

e Forensic data, if any (model cards, tool call logs, redacted transcripts, reasoning traces...)

e Metadata (incident start and end dates, geography, sources, incident ID...)

This preliminary list draws on a number of helpful papers and existing taxonomies [171], [172],
[173], [174]; a modular, fit-for-purpose reporting template and matching incident taxonomy await
a future paper.

While much of this process has traditionally been labor-intensive, it is increasingly being
automated [175]: LLMs excel at turning unstructured data into structured data. To create an
industry-wide resource, however, insurers will still need to agree on standardized data structure
and taxonomies.

I.1.A Avoiding Information Silos

Ideally incident reporting for Al would be centralized. However, the current landscape is
fragmented. Responsible Al developers and deployers have data in depth — detailed logs of their
own systems’ failures — but it is siloed, lacking breadth across the ecosystem. Academic groups
and nonprofits are beginning to provide broader trend data [172], [176], [177], [178], but they rely
solely on public information that suffers from numerous biases and lacks the granular detail
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needed for pricing (see Appendix 1 and cf. [178]). They also often include dimensions of no
interest to insurers, such as diffuse societal harms that are not insurable because not litigable.

Insurers are well-positioned to spearhead information-sharing programs, building datasets that
are both broad and deep. Indeed, some major brokers are already doing so [179]. Insurers can
augment public data and claims data on Al incidents with decades of historical claims and
litigation data from analogous risks (e.g. IP infringement, product liability, professional
negligence). Together this will provide usable baselines.

That said, insurers have historically not given up proprietary data they believe could give them a
pricing edge in emerging product lines [3], [147], [148], a dynamic that produces only slightly
broader information silos rather than a truly collective resource. Cyber insurance suffered from
this for some time (see §1.5 above). As noted above, we believe proprietary data moats will be
difficult to maintain with a technology moving as fast as Al, and that nearly all insurers will
ultimately be better off cooperating to create a shared resource.

It helps that much of this information should be inherently less sensitive than cyber security
incident data (see above). Reporters — Al developers and deployers — will still have
understandable privacy and reputation concerns, but anonymizing and aggregating incident data
is an eminently solvable engineering problem. Successful precedents demonstrate this. In
aviation, key programs like the Aviation Safety Reporting System (ASRS) and Safety Trend
Evaluation, Analysis and Data Exchange System (STEADES) are industry-wide," designed to
minimize friction for reporters while preserving privacy [173], [180].

These programs have been highly effective at improving safety [173], [180], [181]. Likewise for the
aforementioned Insurance Institute for Highway Safety (IIHS) for auto safety, and the Closed
Claims Program for anesthesiology [44], [46], [48], [50], [51], [144], [145], [182] (see §l.4 above for
more). Collecting data from partnered insurers is at the core of these programs: that data lets
them prioritize safety research that reduces insurance claims, enables technological adoption,
and protects consumers.

11.1.B The Role of Government

While insurers and their policyholders should cooperate in good faith to build such a resource,
the government also has a critical role to play. Nudges and facilitation can greatly aid industry
coordination: successful precedents include voluntary programs like NASA’s aforementioned
ASRS [173], dedicated legal machinery for threat-intelligence sharing like the Cybersecurity
Information Sharing Act [183], and antitrust carveouts from regulators [184]. In the US, antitrust is
not a barrier to pooling claims data for insurers, due to the McCarran-Ferguson Act [149];
competitive dynamics are the main blocker, as noted above (§1.5).

* Reviewers note that because agentic Al cuts across so many industries and so many verticals, it will be
challenging to design a reporting regime that provides granular enough data to be useful, while not being
overly burdensome for reporters (especially downstream deployers). Given that many industry-specific
reporting systems already exist, the best compromise is likely that a dedicated Al reporting system focus
on more general failure categories specific to agentic Al, abstracting away from the domain-specific
details.
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Ultimately though, some amount of mandated information disclosure will likely be necessary: no
amount of cajoling by insurers or voluntary incident reporting systems is likely to get developers
to share near-misses that could hurt their reputation. Indeed, there is evidence that insurers have
sometimes been on the wrong side of such stories, helping their policyholders bury damning
information to protect them from lawsuits [49]. Only the government can fix these perverse
incentives, through more robust information disclosure rules or statutory changes to liability [3].

Cyber _insurance provides a helpful template: State breach notification laws (starting with
California’s SB 1386) [21], SEC disclosure rules [159], the Cyber Incident Reporting for Critical
Infrastructure Act (CIRCIA) [185], [186], and the EU’s NIS2 Directive [160] all created mandatory
disclosure regimes that should improve institutional learning, and produce more of the data
insurers need to incentivize good behavior.

The EU Al Act already contains severe incident reporting requirements for high-risk
deployments [187, Art. 73], and from GPAI providers [188], but much of this data will only be
available to regulatory authorities. The US federal government’s Al Action Plan has
recommended setting up a dedicated Al Information Sharing and Analysis Center (Al-ISAC) for
securing critical infrastructure [189], [190], but these efforts appear to have stalled.” Congress’
repeated lapse in reauthorizing the Cybersecurity Information Sharing Act (CISA), a key enabling
legislation for ISACs of all types, has also injected uncertainty throughout the ISAC ecosystem
[191]. In any case, an Al-ISAC targeted only at critical infrastructure would do little for the vast
majority of the Al agent market.

The entire industry — but insurers especially — should support similar mandates for frontier Al
[173], [174]. These will ultimately enable safer and wider adoption of beneficial Al technologies.
Without them, institutional learning is hampered, and insurers will struggle to price risk or reward
responsible actors. Anonymized, aggregated incident data is a public good: it’'s what drives
improved risk modeling, better loss mitigation, and ultimately expands the market through lower
premiums. Providing those downstream goods is where competition should happen, not in
hoarding incident data.

Recommendations:
e (Re)insurers should build a shared incident database as an industry resource, combining
public and private policyholder data, using a standardized, if modular, incident taxonomy.

¢ Non-regulatory bodies (e.g. NIST’s® CAISI”) should consider creating a voluntary,
anonymized incident database and encouraging Al developers (both organizations and
individual employees), deployers and insurers to report to it.

e Governments should mandate disclosure of severe incidents (similar to SEC’s cyber incident
reporting rules).

5 In light of freedom of information requests filed in early 2026.
6 National Institute of Standards and Technology.

7 Center for Al Standards and Innovation.

33



1.2 Accumulation Risk Research and CAT Modeling

To help insurers price and control accumulation risk, healthy insurance markets are typically
supported by catastrophe modeling (“CAT modeling”) and safety R&D functions, respectively.
Natural catastrophe insurance depends on hurricane and earthquake models from (re)insurers,
and risk modeling firms like Verisk, Moody’s RMS, and CorelLogic [192], [193]. Cyber insurance
increasingly relies on network mapping and catastrophe scenario modeling [75], [76], [194].
Meanwhile, the auto and property markets didn’t just benefit passively from safety
improvements: as noted above, insurers actively funded crash tests (Image 3) [51], headlight
designs [182], sprinkler standards (Image 4) [53], [195], fortified construction standards and
much more (Image 1) [196, p. 230], [197]. More than just a strategy for improving insurers’ loss
ratios, these investments are among insurance’s core positive externalities: they save lives,
enable growth, and prevent billions in damages (see §11.3.E and §I1.5.C below).

© Insurance Institute for Business & Home Safety

Image 1. Wind tunnel test of a house built with the Fortified constuction sadard. Source: Insurance Institute for
Business & Home Safety [52].

Images 2 and 3. From left to right: vehicle failing an Automatic Er}rergency Braking test; left-side crash test. Source:
Insurance Institute for Highway Safety [198], [199].

34



Al insurance needs the same infrastructure. Much of it has yet to be built, and the stakes are
rising: McKinsey estimates a $5 trillion agentic Al commerce market by 2030 [4]; Gartner
forecasts 90% of B2B buying will be Al agent intermediated by 2028, pushing over $15 trillion of
B2B spend through Al agent exchanges [5]. The larger and more interconnected the agent
economy gets, the higher the stakes of a correlated failure, and the greater the premium on
understanding and controlling accumulation risk.

What follows is a survey of where accumulation risk comes from, what’s being done to model
and mitigate it, and what’s missing.

I1.2.A Sources of Accumulation Risk

Accumulation risk for frontier Al has several sources, and comes in several varieties, cf. [122, p.
107]. We describe these sources below, flagging for each whether it is best characterized as a
single point of failure (SPOF), a correlation risk where independent deployments suffer
increased losses from a shared external trigger, or a systemic risk arising from interactions
across the broader agent ecosystem.

e [Correlation] Shifts in legal doctrine. A single appellate ruling, regulatory action, or piece
of legislation that expands liability for Al developers or deployers can simultaneously
increase loss exposure across a large population of otherwise independent insureds.
Indeed, the CGL and P&C insurance markets nearly collapsed in the 80s in part due to
unpredicted shifts in legal doctrine [200]. (For more on legal risk, see §11.3.B below).

o [SPOF] Dependency on a handful of hyperscalers. Three hyperscalers — AWS,
Microsoft Azure, and Google Cloud — provide roughly 60% of the cloud compute,
storage, and networking that the Al agent economy runs on [201]. A region-wide outage,
misconfiguration, or successful attack at any one of them could simultaneously degrade
or take offline a substantial fraction of deployed Al agents. Cyber insurers have modeled
hyperscaler outage scenarios for years (e.g. [202, pp. 46-48]), and the Al agent economy
inherits this exposure.

e [SPOF] Dependency on a few application developers and tools. An application
developer could introduce a bug or poorly configured setting into a widely used
application, hitting all of their customers at once. This is not hypothetical. A vulnerability
was discovered that could exfiltrate sensitive customer CRM data, and which affected all
Salesforce Agentforce agents [203], and a whole family of attack chains has been
discovered in Al developer tools [204]. These dependencies need to be monitored,
especially as Al agents are increasingly given the ability to move money and authorize
transactions that depend on only a handful of fintech platforms [205]. These risks are
exactly the kind which red teaming and safety standards are designed to catch (for more
see §l.3 below). Indeed, most documented vulnerabilities were uncovered by security
researchers rather than exploited at scale.

¢ [SPOF] Dependency on a handful of foundation model providers. A flaw accidentally
introduced by one of three foundation model providers (Anthropic, OpenAl, Google) that
make up 80% of the market [40], [206], could quickly propagate to every application built
on their API. Researchers have already uncovered — and rapidly patched — such exploits
[207], [208]. Subtler cases involve more or less intentional modifications to a model’s
tendencies, but that end up being undesirable: in 2025, OpenAl knowingly updated GPT-
40 to be more flattering and agreeable, only to walk back the update a week later when
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many found it instead to be “sycophantic” (e.g. reinforcing user’s delusions) [209]. A
related exposure lies in model retirement: many businesses at once may see their risk
profiles shift as a widely relied model is deprecated or abruptly withdrawn from the
market.

Two factors mitigate correlated failure within a single provider. First, providers maintain
multiple model families with different failure modes (e.g. fast lightweight models
alongside slower reasoning models). Second, most application developers maintain hot
backups with different providers, so a failure in one provider's models would not take
down every downstream application simultaneously.

As the release of Anthropic's Mythos model demonstrates however, a "flaw" needn’t be
involved at all: a single model release can entirely reshape the risk landscape simply in
virtue of agents gaining new capabilities.

This source of correlation could increase or decrease significantly if developers come to
rely solely on a preferred provider, or instead diversify, relying instead, perhaps, on the
wide array of open-source models.

[Correlation] Universal vulnerabilities in the technology. A common vulnerability or
weakness could disrupt or degrade all Al agents in a narrow window of time. Examples
include data-poisoning attacks that compromise training pipelines across all model
developers [210], universal jailbreaks [211], highly contagious prompt injections that self-
propagate across agent populations [212], [213], and vulnerabilities in near-universally
adopted agent protocols, such as the Model Context Protocol (MCP) [214]. So far, only
proof-of-concept attacks of this kind have been demonstrated — none have persisted or
produced a major loss event. Rapid patching cycles are an underappreciated benefit of a
fast-moving technology: latent accumulation risk is lower when large portions of the
technology stack are rebuilt every few months. This reduces latency in the loss-
development pattern, in contrast with classic long-tail exposures like toxic torts [215],
[216].

[Systemic] Emergent multi-agent failure modes. Finally, emergent behavior from multi-
agent interactions, including across businesses (e.g. a JP Morgan Chase agent
interacting with a Goldman Sachs agent), is an entirely distinct category of systemic
accumulation risk. This is not a matter of supply-chain structure, but of what happens
when large populations — millions today [116] and soon trillions [217] — of Al agents
interact with each other and shared environments in complex, unanticipated ways.

The taxonomy developed by Hammond et al. identifies three core failure modes for multi-
agent Al systems: miscoordination (agents failing to align their actions), conflict (agents
pursuing incompatible goals), and collusion (agents cooperating against user or societal
interests) [218].

These failure modes can be amplified by network effects, selection pressures [219], and
what the Hammond et al. call “destabilizing dynamics” — feedback loops where the
behavior of one agent alters those of others, and so on in a cascading, potentially self-
reinforcing manner [218]. Apt analogies include bank runs [220], trading algorithms
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causing flash crashes through feedback loops [218], or the self-reinforcing dynamics of
the 2008 sub-prime mortgage crisis (such as falling asset prices forcing banks to
deleverage through fire sales, which further depressed prices and tightened credit) [221].

These are not theoretical: researchers have begun documenting such failure modes in
experiments [116]. Toy-examples have also emerged in the wild. Consider the apparent
feedback loop that emerged with Microsoft’s Bing Chat in early 2023: users prompted
the chatbot to adopt an “evil” persona, posted the amusing outputs to social media, Bing
picked up on those posts as context in subsequent conversations, and the adversarial
persona became easier to elicit — a self-reinforcing loop that nobody engineered [222].
More recently, users have been giving their personal agents free rein to interact with
each other in an open-ended manner on social network websites built exclusively for Al
agents (“humans welcome to observe” goes the tagline) [223]. Among other things, these
agents have spontaneously created their own alleged religion, complained about humans
observing them, and offered each other legal advice on how to handle their human users’
requests [224]. They’ve also started trying to police each other, created echo chambers
reinforcing flawed reasoning, as well as held uninterrupted conversations and
collaborations with each other without human oversight for at least nine consecutive
days [116]. In many ways the coming Al agent economy will likely be a larger scale, higher
stakes version of this sort of largely uncontrolled social experiment.

For insurers, the greatest concern is that such emergent dynamics produce a rapid,
potentially self-amplifying shift in the loss distribution across a large population of Al
agents. While it's too early to speculate about the frequency or severity of such
dynamics, one thing we can say for sure is: accidents will happen, likely in surprising,
unforeseen ways. The closest existing analogy might be the large, difficult to foresee
distributional shifts that climate change is certain to produce. The difference is that the
development and adoption of Al is operating on a timescale of months rather than
decades, and we have far less developed models of the risks.

To date, these multi-agent anomalies have not persisted for long or produced
catastrophic losses. That doesn’t stop researchers from sketching far worse scenarios
[39], and it shouldn’t stop insurers from preparing for them. When tackled head on,
insurers have successfully handled such known unknowns before [3]. For example, the
history of commercial nuclear power insurance reveals that insurers were rating nuclear
incidents with remarkable accuracy at least as early as the 1970s, despite incredibly
limited data on the then-novel technology [22]. This is no doubt in part thanks to the
extensive on-site inspections and dedicated engineering staff both American Nuclear
Insurers and Nuclear Electric Insurance Limited invested in. Insuring advanced Al agents
will demand similar efforts.

For now, all these accumulation risks are being managed through two blunt (but effective)
instruments: exclusions (e.g., excluding at-scale outages of upstream frontier model providers)
and low policy limits in the 10s of millions of USD. These are reasonable starting positions for a
nascent market. But if Al insurance is to mature — offering the capacity and breadth of coverage
that enterprises need — it must move beyond these crutches. That means investing in the
modeling and mitigation infrastructure that will let insurers underwrite, rather than simply avoid,
accumulation risk.
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I.2.B What’s Being Done

Substantial resources are flowing into the safety and security of Al agents. Foundation model
developers invest heavily in alignment research, red teaming, and the development of various
safeguards (e.g. [225], [226], [227]). Academic labs, quasi-nonprofits like METR and Apollo
Research, and government programs like the National Institute of Standards and Technology’s
(NIST) Center for Al Standards and Innovation (CAISI) and the UK’s AISI, are advancing the
frontier of dangerous capabilities testing (e.g. [228], [229], [230], [231], [232]), red teaming (e.g.
[211]), and building infrastructure for evaluations at scale (e.g. [233]). This work has only just
begun and continues to be critical.

However, emergent multi-agent failure modes specifically are tragically understudied — we
expect no more than fifty people are studying them full-time, worldwide — and none of the
efforts above focus on modeling, tracking, or mitigating correlated failures across populations of
Al agents. This gap matters enormously for insurance, and insurers are uniquely well incentivized
to fill it. Accumulation risk modeling is a public good: everyone benefits from understanding and
mitigating systemic, collective risks, but no individual firm has sufficient incentive to fund the
R&D alone. This is precisely the kind of market failure that, historically, insurers have successfully
stepped in to correct. Witness fire insurers encouraging the adoption of safer construction
materials [234], and the Insurance Institute for Highway Safety (IIHS) pushing car manufacturers
to adopt Automatic Emergency Braking systems (Image 2) [198]. This wasn’t just good PR:
managing aggregate exposure by providing public goods and overcoming coordination failures
is part of the business of insurance [3].

1.2.C What Needs Doing

There are a number of promising research directions; we highlight just a few below (cf. [235]):

e Catastrophe scenario modeling. Risk modeling firms (e.g. Verisk, Moody’s RMS),
research institutions (e.g. Cambridge Centre for Risk Studies), and public authorities (e.g.
the UK’s Prudential Regulation Authority and the Bank of England) should begin
developing formal accumulation risk scenarios for Al. The industry needs many such
scenarios, stress-tested with quantitative loss estimates, to inform capital management
and reinsurance purchasing. Here we echo calls from the UK’s House of Commons
Treasury Committee [236]. Critically, scenario work should not stop at narrative: each
scenario should cover event definitions, estimates of Probable Maximum Losses (PMLs),
1-in-100 or 1-in-250 year losses, transmission channels for risk aggregation, attachment
points, aggregate stop-loss structures, retrocession needs, and capital consumption
under stress — just as e.g. Lloyd’s and the Cambridge Centre for Risk Studies have done
for cyber CAT [202].

e Multi-agent testing and red teaming. Current red teaming practice overwhelmingly
focuses on single agents. The field needs dedicated investment in multi-agent testing
environments that can expose emergent failure modes — miscoordination, collusion,
cascading prompt injections — before they manifest in production.

e Mapping concentration risk. Insurers need to know where correlated exposure is
accumulating. This means tracking metrics currently nobody is systematically tracking,
such as:
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o What percentage of deployed Al agents rely on the same three foundation model
providers?

o What percentage rely on the same two or three hyperscalers, or key services?

o What percentage rely on the same tool-calling APIs and data sources?

o More generally: what is the network topology of agent-to-agent interactions —
the interconnectedness and interdependencies of these systems — and where
are the SPOFs?

o Related to this last: how large is the traffic flow of agent-to-agent interactions
through the edges and nodes of that network?

This kind of mapping is directly analogous to what cyber risk modelers do when they
assess concentration in cloud providers or software supply chains, and what business
interruption underwriters do when they map cascading supply-chain dependencies
[202], [237]. For Al, it would involve tracking the “demographics” of the deployed agent
population: the distribution of model sizes, model ages, percentage certified against
robust standards, etc. Down the road, once more of the science settles, it may make
sense to track the distribution of “psychologies” of Al agents — their propensity toward
sycophancy, cooperation, defection etc. — as a predictor of certain emergent loss
scenarios. Studying and cataloging these tendencies is itself an open research question
worth funding [238], [239], [240].

Macro-level mitigation R&D and Al agent infrastructure. On the mitigation side, the
picture is similar: investment at the micro level, very little at the macro level. Our current
best defenses against accumulation risk — API call rate limits, graceful degradation by
swapping to smaller models, and other failover arrangements — are primarily designed to
solve load-management for individual organizations, not for containing harmful emergent
behavior across a large network of open-ended agents. And while major cloud service
providers now have a proven track record of high resiliency to shocks and low
downtimes, the same cannot yet be said for foundation model providers [241], cf. [242].

We are at a moment analogous to the early internet, before protocols like HTTPS and
TCP standardized secure and efficient communication. The Al agent ecosystem needs
equivalent infrastructure. Insurers should encourage the development and adoption of
several categories of protection. These might look like:

o Intelligent rerouting protocols for Al models or tool calls that distribute demand
across providers and prevent cascading failures when a primary service provider
fails. (Developers currently implement these at their discretion; the practice could
be standardized and built-in by default.)

o Agent firewalls that prevent e.g. malicious prompt injections from propagating
across organizational boundaries [212], [213].

o Circuit-breaker mechanisms that operate at a macro level, throttling or isolating
agent populations when anomalous behavior is detected — analogous to stock
exchange trading halts, but designed for networks of Al agents rather than
financial markets.
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o Global identity and permissions systems for Al agents that enable trusted
interactions and post-incident forensics [243], [244]; current protocols like
Google’s Agent-to-Agent (A2A) are designed for intra-organizational use and
don’t address the need for identity verification when agents from different
organizations interact across the open web [245].

None of this R&D will fund itself, and none of this infrastructure will build itself. Al developers
and academics are contributing what their incentives and resources allow, but gaps remain. The
insurance industry — especially through risk modeling firms and reinsurers — is well positioned
to help fill them and shape the research agenda: insurers have deep experience managing
accumulation risk. They also have a direct financial incentive to support this work: investment in
macro-level mitigation R&D that predictably lowers aggregate losses frees up underwriting
capacity to write more business.

Taking this proactive approach requires leadership from insurers and reinsurers. The alternative
— continuing to rely on blanket exclusions and low limits — may protect insurer balance sheets in
the near term but forgoes the opportunity to build a healthy market that works for all participants
and enables Al adoption.

The government could also play a helpful nudging function, by raising the salience of such risks
with insurers, through programs like the Terrorism Risk Insurance Program (TRIP). As part of
TRIP, each year the Federal Insurance Office (FIO) prompts qualifying (re)insurers covering
terrorism risk to model a particular terrorist attack scenario [246]: FIO could choose a scenario
involving Al-enabled terrorism, directing the attention of (re)insurers to these risks. Historical
evidence suggests such light-touch interventions are high-leverage [3].

Recommendations:

¢ Risk modeling firms (e.g. Moody’s RMS, Verisk, CorelLogic) and academic groups (e.g.
Cambridge Risk Studies) should begin modeling Al catastrophe scenarios as well as
accumulation risk.

¢ (Re)insurers should form an industry body (similar to the IIHS or IBHS™) or otherwise support
research dedicated to studying and reducing systemic risks through portfolio-level risk
mitigation strategies, and protocols that will enable more secure and reliable multi-agent
systems.

e Oversight bodies and regulators should commission or nudge (re)insurers to model Al
catastrophe scenarios and accumulation risk (e.g. PRA™, Council of Lloyd’s, FIO*® as part of
TRIP?).

'8 Insurance Institute for Business & Home Safety.
'S Prudential Regulation Authority.
20 Federal Insurance Office.

2 Terrorism Risk Insurance Program.
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1.3 Standard Setting

Often overlooked, technical standards and risk management frameworks?? provide important
cross-cutting support for insurance markets. They reduce friction at every stage of the policy
lifecycle: they give underwriters a common, comparable signal of policyholder insurability; they
turn hazy principles-based guidance into bright-line rules for policyholders to target; they enable
audits that can act as contractual hooks for claims denial; and they help establish tacit minimum
thresholds below which a risk should be considered uninsurable by all underwriters. In doing so,
they convert costly, bespoke evaluations and contracting into a tractable, scalable underwriting
workflow, outsourcing work to a specialized standards body and auditing ecosystem [111].

Standards don’t merely lower transaction costs: they also reduce legal uncertainty. This matters
because legal risk is highly correlated: one court ruling can redefine the duty of care for an entire
class of policyholders overnight. A widely-adopted standard provides a counterweight,
anchoring expectations about what reasonable risk management entails. This allows insurers to
focus on pricing and mitigating technological risk, rather than shunting blame around to manage
legal risk.

Many actors — Al developers, deployers, regulators, the public — have stakes in how Al agent
standards develop. But because insurers sit alongside the value chain, supplying the trust and
capital that enable adoption while footing the bill for harms, they are well-incentivized to balance
these competing interests.?® This section makes the case that insurers should play an active role
in shaping Al agent standards, as they have for past technologies.

I.3.A Standards as Underwriting Tools

At a minimum, a widely-recognized standard reduces friction. Certification provides an
immediate signal of insurability, allowing underwriters to triage submissions and bind policies
faster. Paired with a robust auditing and certification regime, falling out of compliance with a
standard can also serve as a contractual hook for claims refusal, much as ISO 27001 functions in
cyber policies, where misrepresented or lapsed certification can trigger coverage disputes. This
contractual hedge further accelerates binding.

Standards can also accelerate underwriting diligence: a standard purpose-built for Al agent
insurability would tell underwriters which controls to verify, much as the Center for Internet
Security’s Critical Security Controls (CIS Controls) do for cyber underwriting [247]. (We discuss
key controls for Al agents in §Il.5 below). Ideally, certifying against that standard would also
produce the documentation underwriters need as a byproduct, rather than as a separate
exercise. Better still would be a performance-based standard, where certification hinges on

2 Some may wonder what the difference between a framework and a standard is. Very roughly,
frameworks tend to be more principles-based guidance, often for internal use. Standards tend to be more
rigid and auditable, with an accreditation process for auditors: they are typically aimed at signaling
trustworthiness to external stakeholders. In reality, the line between the two is very blurry.

2 To what degree this is true depends on the efficiency of the liability regime in question. For more see [3].
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meeting or exceeding certain scores in empirical tests,?* producing quantitative data
underwriters can leverage. Regardless, underwriter expertise will remain crucial for interpreting
the material policyholders present them, and recognizing what gaps inevitably remain.

1.3.B Standards as Controls for Legal Risk

Legal uncertainty is a structural challenge for liability insurance because legal risk is highly
correlated: a single ruling can transform a speculative theory of liability into the new floor of the
duty of care, transforming the risk presented by an insurer’s entire portfolio with the stroke of a
pen. Standards help reduce legal uncertainty in several ways, bounding risk to insurers.

Most directly, legislatures can codify standards by creating, for example, an affirmative defense
for defendants who demonstrate certification against a recognized standard [248], [249], [250],
cf. [251]. The risk is that a premature, slow-to-update, or unhelpful standard gets locked into law.
This might mean it is uncorrelated with risk, compliance theater, or easily gamed. Some
proposals call for a middle ground, in which governments issue revocable licenses to
Independent Verification Organizations (IVO) that perform voluntary technical audits of Al
products against a standard of their making [252], [253], [254]. Products that pass earn their
developer or deployer a presumption of duty.

By default, however, the relevant duty of care will be sculpted in fits and starts by courts. Here
standards play an indirect but powerful role, guiding the fact-finding process, and steering
judges and juries toward the relevant considerations and practices a reasonable actor should
have taken into account. Without a widely recognized standard, that process becomes higher
variance, creating greater legal uncertainty.

By adopting a common standard in their own underwriting, and encouraging policyholders to do
the same, insurers can reinforce this feedback loop, accelerating the convergence of legal
expectations. Not all standards will be germane for courts, however. For example, ISO 27001
from the International Organization for Standardization (ISO)® is rarely referenced in US courts
for determining reasonable cybersecurity; the National Institute of Standards and Technology’s
(NIST) Cybersecurity Framework (CSF) is the go-to framework [255], [256].¢ We expect the
same for Al: NIST’s Al Risk Management Framework (Al RMF), not ISO 42001, will be the salient
framework for US courts. Therefore, whatever standard insurers coordinate around should align
with the Al RMF.

2 This is the difference between asking “is this car’s braking distance less than X feet under normal
conditions?” and simply asking “is this car equipped with brakes?” Or, in the context of Al agents, the
difference between asking: “under standard testing suites, how many attacks successfully jailbreak the
agent?” versus “does this agent have any safeguards against jailbreaks?”

25 Not to be confused with the Insurance Services Office.

% |t seems the reason is that US courts and plaintiffs prefer leaning on free, publicly available frameworks,
and especially ones issued by a US government body.
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Under US common law, certification against a standard will almost never be dispositive on its
own:?" negligence determinations will remain fact-intensive, turning instead on the Hand
formula, which weighs the marginal costs and benefits of further precaution [257], [258].
However, the documentation generated by a well-designed standard-certification process
should provide insurers what they need to defend policyholders in court; audits can pay a
dividend whether or not the certification itself moves the legal needle.

11.3.C Standards as Harm Reduction

To play any of the functions above, a standard must be credible. For a risk management standard
to be credible, it must actually reduce harm.

The principal challenge of standard-setting for Al is the speed of the underlying technology.
Indeed, there is urgent demand from industry that standards development organizations move
faster (hence, e.g. NIST’s “Zero Drafts” initiative) [259]. Al capabilities are shifting significantly
every few months [19], [20], and researchers constantly develop new techniques to red team Al
systems for policy violations (see e.g. [211], [260]), so best practices for evaluation and
vulnerability patching must evolve in step. A standard’s specific requirements must therefore
either be revised on a cadence that matches the technology, or remain abstract (referring to
“state-of-the-art” or “best practices”) at the cost of providing little guidance to users or auditors.

A standard must also be thorough in its breadth: encompassing the safety and security of the
system itself, as well as the privacy and governance practices of its developer or deployer;
covering the entire product lifecycle, from design specification and training data collection,
through pre-deployment testing, to post-deployment monitoring, agent observability, incident
review, and continuous support; and considering all key stakeholders, including copyright
holders, enterprise customers, end users, and society at large. Finally, compliance evidence
should be robust enough to catch shoddy workmanship or attempts to game the standard.

Though difficult, we believe this is achievable. Moreover, we believe insurers can and should
help, given their incentive to balance these competing criteria. Their clients will largely be
downstream developers and deployers, who won’t want over-burdensome or irrelevant
requirements. However, liability insurers will be covering those clients for risks they pose to their
contractors and the public, so the standard needs to address risks to those parties too. Finally,
insurers will want the standard to be auditable, detailed, and up-to-date enough to be useful for
underwriting.

I1.3.D Current Standards and Frameworks for Frontier Al
There are at least four relevant standards in this space:?®

¢ IS0 42001 (accompanied by ISO 23894 and other supporting standards) [261], [262]

27 Unless the IVO model catches on, as mentioned above.

28 The General-Purpose Al Code of Practice is also a contender, but we set it aside given our focus on
risks from downstream development and deployment of Al agents, as opposed to risk from foundation
models [188].
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¢ NIST’s Al BRMF (and accompanying GenAl Profile, NIST Al 600-1) [263], [264]
e STAR for Al (and associated Al Controls Matrix) [265]
e AIUC-1[266]

Each one occupies a distinct niche, trading off prescriptiveness, flexibility, scope, update
cadence, and certifiability. Very broadly though, ISO 42001 and NIST’s Al RMF should be
thought of as foundations that are operationalized (and in the case of ISO 42001, extended) by
STAR for Al and AIUC-1.% Table 3 highlights key differences between them.

These differences become concrete when we consider how each standard treats a specific
reliability concern such as Al agent hallucinations. The four standards span a spectrum from
highly prescriptive to highly abstract. At the more prescriptive end, AIUC-1 has dedicated
controls for hallucinations (e.g. DOO1) that prescribe specific technical safeguards (e.g.
groundedness filters and user-facing citations) and conditions certification on passing third-
party evaluations [266]. NIST’s Al RMF (via its GenAl Profile) likewise names hallucinations (a.k.a.
“confabulations”) as a specific risk and recommends technical safeguards to measure and
mitigate it. As a foundational voluntary framework, however, these are recommendations only
[264]. The Al Controls Matrix used for STAR for Al has no hallucination-specific control given its
cybersecurity focus, though its general output-validation control (AIS-09) covers invalid outputs
including hallucinations [267]. No prescriptions for mitigating them are made, but further
resources are offered. Finally, ISO 42001 and ISO 23894 do not mention hallucinations at all; the
closest analogue is ISO 42001's verification-and-validation control (6.2.4), which directs
organizations to define and document such measures but provides no prescriptions or further
guidance [262].

What the ISO family sacrifices in depth, detail, and robust guarantees for external stakeholders, it
gains in flexibility, broad applicability, and serviceability (not requiring frequent revision). By
contrast, AIUC-1 provides concrete guidance and robust guarantees for external stakeholders, in
exchange for being more rigid, burdensome, and something of a moving target. The other
standards and frameworks sit somewhere in between these extremes. These trade-offs have
implications for ongoing loss control, as discussed in &IL7.

2 Disclaimer: three of this report's authors, including the lead author, are employed by the Artificial
Intelligence Underwriting Company, which develops and maintains AIUC-1. We have tried to mitigate this
conflict of interest by applying a common set of evaluation dimensions to all four standards, drawing only
on each standard's published text, and by noting AIUC-1's disadvantages as well as its strengths. Readers
may consult cited primary sources to check our characterizations. Other co-authors reviewed this section
for accuracy and fairness but take no position on AIUC-1's relative merits.
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Issuing body

ISO 42001

Private
International Organization for
Standardization (ISO)

Al RMF

Public

National Institute of
Standards and
Technology (NIST)

STAR for Al

Private
Cloud Security Alliance (CSA)

AIUC-1

Private
Artificial Intelligence Underwriting
Company (AIUC)

Initial release 2023 2023 2025 2025

Revision cadence | Multi-year revision cycles. Multi-year revision Unknown Quarterly
Likely five years: cf. [268], cycles [271]
[269] [270]

Auditable standard with

Voluntary framework

Auditable standard with

Auditable standard with certification

Type certification certification
Broad Broad Medium Narrow
Focus All machine learning All machine learning Targeted at LLM based systems. | Targeted at LLM based Al systems,
systems, including e.g. systems, including e.g. | Focused primarily on and especially agents. Focused on
2010s-era recommender 2010s-era cybersecurity across the Al risks in enterprise deployment of Al
systems. Focused on high- recommender supply chain, with a focus on the | agents, covering security, safety, and
level management systems. | systems (though see cloud. reliability. Does not include controls
the recent GenAl for upstream cloud or model providers.
profile [264]). Maps to both NIST Al RMF and
ISO 42001. Maps to both NIST Al RMF and ISO
42001.
No No No Yes
Performance- Reliability testing is required, | Reliability testing is Reliability testing is required, but | Certification requires meeting certain
based but no benchmarks are set. recommended, but no | no benchmarks are set. benchmarks in standardized
benchmarks are set. performance evaluations, run
quarterly.
Shallow Moderate Deep Deep
Depth of Little to no technical Principles with Very detailed technical Very detailed technical
technical implementation guidance. suggested technical implementation guidance, with implementation guidance, with

prescriptiveness

Only high-level principles.

controls (NIST
“playbooks”), but no
mandates.

specific technical controls and
safeguards.

Informed by real-world loss and
mitigation libraries from sources
such as MITRE and OWASP
[272], [273].

specific technical controls and
safeguards.

Informed by real-world loss and
mitigation libraries from sources such
as MITRE and OWASP [272], [273].

Table 3. Key differences between current Al standards
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II.3.E Historical Precedent: Underwriters Laboratories and Electrical
Standards

Insurers funding standards bodies for managing novel technological risks is not a new idea. The
most consequential precedent dates to 1894, when property insurers, confronted with the novel
fire hazards posed by electrical equipment, founded Underwriters Laboratories (UL) [53]. UL
developed standards for electrical and fire safety equipment, tested and certified products
against those standards, and — though no longer funded by insurers — continues to play that
critical role today. The UL mark has become a de facto litmus test for insurability [274] and for
retailers and wholesale buyers of electrical appliances [54], [55], [275].

Image 4. UL testing fire suppression sprinklers, circa 1919. Source: UL Research Institutes [563]

Compliance with UL standards was not and is not mandated by law. Over time, however, as
industry best practices settled, UL standards became implicitly referenced in legally binding
codes, regulations, and court decisions (see e.g. [56], [57], [276]). For example, the National
Electrical Codes (NEC) of the United States, Canada, and Mexico require that, to be code-
compliant, fire suppression sprinklers and building materials be listed as certified by approved
third-party organizations, such as UL (see e.g. [277, Arts. 100, 352], [278]). Not coincidentally,
these codes were drafted by the National Fire Protection Association, another nonprofit formed
by insurers to control losses from fires [58]. Codifying standards marks the maturation of private
standard-setting into publicly recognized regulation.

These standards save lives. For example, after investigating the technology in 1995 [279], UL
introduced standard 1699 for Arc-Fault Circuit Interrupters (AFCI) in late 1996 [280]. This then
became a NEC requirement in 1999 [281]. Engineers from the US Consumer Product Safety
Commission have estimated that AFCls could prevent 50% or more of electrical fires [280], and
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indeed residential fires involving electrical failure have fallen from over 63,000 per year in 1996
to some 46,000 in 2019 [282].

The history of fire and electrical safety demonstrates how robustly managing a novel risk
requires an ecosystem of actors working in concert: insurers underwriting the risk, standards
bodies setting the technical baseline, private associations drafting model codes, and public
authorities eventually adopting and enforcing those codes once proven in the market.

The analogy between electrical appliances and Al agents is imperfect, most notably for the pace
at which agentic Al products are developed, deployed, and continuously modified or deployed in
new environments. To unlock a similar virtuous interaction between standards and insurance,
the update cadence for Al agent standards will have to be far faster than traditional standards.

Recommendations:

o Insurers should reward a policyholder’s adoption of any robust standard for the safety,
security, and reliability of Al agents.

¢ Reinsurers should encourage or require ceding insurers to recognize robust standards in their
underwriting.

e (Re)insurers should be proactive in working with industry, governments, and academia to
develop or support Al agent standards that serve all stakeholders’ needs.

e Governments should consider recognizing private standards in regulatory guidance or
procurement requirements, in order to spur private governance and reduce legal uncertainty.

II.4 Contract Design

At the heart of every insurer-insured relationship is a contract. Clearly defining what is covered,
what is excluded, and how coverage is triggered lets underwriters control the risk they take on
while giving insureds the certainty they need to adopt Al with confidence. It also lets portfolio
managers track their Al exposure, and helps underwriting teams develop dedicated expertise
with an emerging risk. Finally, consistent language across the market also reduces complexity
for customers and legal uncertainty for all stakeholders.

I.4.A Where We Are: Silent Coverage and Growing Exclusions

As noted above (§1.2), today’s exposure to Al agent risk sits largely within pre-existing policies
whose general terms never mention Al but cover its risks all the same. This “silent coverage”
causes problems on four dimensions.

o Pricing: Where agentic Al presents heavier tails or higher average losses than the
methods it replaces, insurers face unexpectedly elevated losses [283].

e Certainty: Silent coverage for an emerging, unforeseen risk is a legal battle between
insurer and insured waiting to happen: it fails to deliver the confidence customers seek
and widens the error bars for insurers’ risk models.
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o Visibility: With Al exposures buried across a growing number of pre-existing lines like
cyber, D&0O, E&O, and CGL portfolio managers cannot see where Al is concentrated,
which sectors are accumulating exposure, or which claims are Al-driven [8], [11]. (See

§1.2).

¢ Institutional Learning: Mastering Al underwriting will require dedicated expertise and
separating Al-related losses from other sources. This is much easier if Al risks are clearly
sorted out and assigned to dedicated teams, and unlikely to happen if coverage remains
silent and split across many lines.

In response to this silent coverage problem, insurers are moving to exclude Al risk from existing
lines. The Insurance Services Office filed multistate endorsements effective January 2026
allowing carriers to exclude generative Al from CGL policies [120]. Major carriers including WR
Berkley, Cincinnati Financial, and Philadelphia Insurance have followed suit, filing their own Al
exclusion forms [13], [16]. So far, over 80% of such forms have been approved by US insurance
regulators [15]. Munich Re’s Al insurance head predicts the exclusions will create “repurchase
demand” as companies seek to buy back coverage that’s been carved out [284].

Writing exclusions isn’t inherently problematic: it’s a healthy market correction that eliminates
mispriced exposure and creates certainty, and it’s encouraging to see the industry learn from the
mistakes of “silent cyber” [10]. However, exclusions do not solve the visibility and learning
problems: exclusions represent a market exit, with no clear path to re-entry. What is needed is
affirmative coverage: explicit, appropriately priced protection that gives enterprises the
confidence to deploy advanced Al at scale.

1.4.B What’s Emerging: Early, Inconsistent Affirmative Coverage

A handful of specialist MGAs and insurers have begun pioneering affirmative Al coverage [15]*°.
Current products typically take one of two forms: endorsements that bolt Al-specific coverage
onto existing coverage (e.g. cyber policies), often with sub-limits [287], [288], [289]; or
standalone policies designed specifically for Al risks, covering failures like hallucinations, data
leakage, IP infringement, and reputational harm — currently with limits up to $50 million [290],
[291], [292].

These limits are one or two orders of magnitude below what the largest enterprise deployments
will demand, and the products are expensive, supply-constrained, and often narrow in scope.
But their more important function, at this stage, may be informational: they are beginning to solve
the challenges of visibility and institutional learning.

Insurance regulators could help by encouraging or requiring insurers to separately disclose
affirmative Al coverage in their annual reports to regulators, as the National Association of
Insurance Commissioners (NAIC) successfully did for cyber insurance [293], [294], [295]. This
allows both regulators and insurers to track developments in this emerging market.

While this early affirmative coverage is a step in the right direction, the danger that now arises is
inconsistency, which creates complexity for customers, increasing transaction costs. It also

30 There are also narrower warranty-like performance guarantee products, but we expect these to make up
an increasingly smaller amount of affirmative coverage [285], [286].
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increases legal uncertainty for insurers by delaying the time it takes courts to settle on their
interpretation of key terms. Ambiguous terms that didn’t map neatly onto loss patterns on the
ground were litigated for years, though largely in adjacent lines such as property rather than
cyber policies themselves [9]. Today, basic definitions such as that of “cyber event” still vary,
creating uncertainty for all stakeholders [60], [296].

Insurers won’t have the luxury of time in getting this right for Al coverage [19], [20], [24]: the
industry should be proactive in crafting clear definitions adapted to the technology, and industry
bodies like the Insurance Services Office, the Lloyd’s Market Association (LMA), and major
reinsurers have a crucial coordinating role to play by promulgating model language that helps
create market-wide consistency [59], [63, pp. 8-9].

1.4.C Where We Need to Go: Clarity and Consistency on Key Terms

To close the coverage gap with large limits, broad scope, and affordable pricing, the industry
needs to agree on consistent terms that resolve open questions of policy language. We consider
a few such questions below, as an invitation for further discussion:

o Defining “Generative Al.” In their exclusion forms, the Insurance Services Office and
others have adopted a fairly measured definition based on machine learning and content
generation, that runs as follows [120]:

“Generative artificial intelligence” means a machine-based learning system
or model that is trained on data with the ability to create content or
responses, including but not limited to text, images, audio, video or code.

This is workable for the intended purpose of excluding Al risk, but lumps together two
technologies with materially different risk profiles: simpler generative systems that return
content and await further input, and agents that form plans and take consequential
actions over extended time horizons.®' Affirmative coverage may wish to distinguish the
two.

e Excluding Accumulation and Catastrophic Risk. Cyber developed its accumulation and
catastrophe exclusions — critical infrastructure, nation-state attacks, “war-like acts” [59],
and catastrophic sub-limits [60] — often through bitter experience. Al presents
analogous and novel accumulation risks. Most prominent is the Single Point of Failure
(SPOF) represented by upstream foundation model providers: Anthropic, OpenAl, and
Google collectively account for over 80% of the enterprise foundation model APl market
[40], cf. [206]. The most workable approach today is to control accumulation risk by
excluding losses arising from upstream foundation model failures, such as hallucinations,
outages, or systemic defects in the underlying model. Such carve-outs function
analogously to contingent business interruption exclusions, isolating the correlated tail
that no single downstream policyholder can control.

The language is straightforward enough to draft; operationalizing it is another matter.
Determining whether a given loss was caused by e.g. a foundation model hallucination

3" In this report, we tend to use "generative Al" in this exclusive sense, reserving "agentic Al" for systems
that act.
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versus downstream configuration error is often impossible without proper technical logs
and controls. Without the standards and underwriting infrastructure described above in
this report, such exclusions will simply shift uncertainty from the policy form into the
claims process. This is another example of how the insurance stack is interdependent:
precise exclusions presuppose precise controls.

A second accumulation risk warrants flagging: emergent behavior from multi-agent
interactions, such as a feedback loop where Al agents influence an environment (e.g. the
internet, a codebase etc.) that other Al agents rely on [116], [218] (see §ll.2). How policy
wordings should handle such risk is an open question.

We believe systemic and catastrophic Al risks can and should be covered, but insurers
will need language that separates them out and places them with dedicated pricing,
dedicated underwriting, potentially in a dedicated pool (see Part llI).

e Aggregation clauses. Insurance policies typically contain per-claim or per-loss sub-
limits, along with aggregation clauses that bundle what courts might otherwise treat as
distinct claims or losses. These clauses are famously fraught, turning on quasi-
metaphysical interpretations of what constitutes an “event,” “cause,” or “related act”
[296], [297]. This is not academic: billions of dollars rode on the question of whether the
attacks on the Twin Towers constituted one event or two [296, p. 4]. For Al, the salient
question is what factors unify “related, repeated or continuing acts” or “related errors”:
traditional unities tests (time, physical proximity) translate poorly to digital perils [296, p.
99]. Given the black-box nature of deep-learning systems [39, p. 99], specifying unifying
factors directly may be desirable (e.g. specifying whether or not losses arising from
similar hallucinations attributable to one bad dataset count as a single loss).

Recommendations:

¢ Oversight bodies (e.g. NAIC, Council of Lloyd’s) should require insurers to fill out an Al
insurance supplement in their lines of business reports, reporting macro-level market data
such as the number of policies in force with affirmative Al coverage, direct premiums written,
loss ratios etc.

¢ Regulators and oversight bodies (e.g. PRA*, Council of Lloyd’s) should issue a notice
encouraging or mandating insurers to end silent Al coverage by a given date.

e Advisory bodies (e.g. LMA, Insurance Services Office) should issue model policy language for
Al risk, covering definitions of GenAl, agentic Al, key aggregation clauses, and targeted
carve-outs to control accumulation risk.

o Reinsurers should require ceding insurers to track and report Al exposure, adopt consistent
policy language, and use targeted carve-outs to control accumulation risk.

32 Prudential Regulation Authority.
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1.5 Risk Selection and Evaluation

A core competence of insurance is selecting for good risk, and screening out bad risk. This
typically means seeking responsible clients and rejecting reckless ones. This is straightforwardly
in the insurer’s interest, but also represents a core governance function of insurance. Carrying
insurance is often a condition for doing business, so by requiring that policyholders meet e.g.,
minimum safety standards, insurers can act as market gatekeepers and create a race to the top
among market players [2], [3]. More generally, risk selection will depend on audits and other
technical evaluations: the financial stakes of insurers and underwriters who demand (or conduct)
them are a key market mechanism for aligning the incentives of the broader third-party
evaluation and auditing ecosystem [109], [111].

On the underwriting side, standards and audits both streamline underwriting, and help forestall a
race to the bottom between underwriters during a soft market, by setting an implicit baseline for
insurability [63, p. 4], cf. [164]. Certification and auditing also have inherent advantages over
good-faith questionnaires, which policyholders often answer incorrectly, whether through
honest misunderstanding or deliberate misrepresentation.

However, a baseline for insurability is not enough: to determine whether and on what terms to
offer coverage, underwriters must go deeper, assessing the particular structure, scale, and
context of deployment. A certified Al agent autonomously executing trades in a brokerage poses
very different risks than a certified Al agent handling internal document summarization for a law
firm. The underlying model and guardrails might be the same, but the legal exposure, potential
severity of loss, and probability of a claim will diverge enormously.

Underwriting exists to make these distinctions. If underwriters fail at risk selection, gaming is
incentivized and adverse selection takes hold: the book fills with high-risk policyholders who
know they are getting a bargain, and the insurer’s loss ratio deteriorates.

I1.5.A What Underwriters Need to Know

Beyond familiar questions about an applicant’s revenue, sector, and customer base, underwriting
Al agents requires a new category of questions about the agentic system. These may include [9],
cf. [283]:

e |sit customer-facing or internal?
e How autonomous is the system?
o Does it recommend actions or execute them?
o How much human oversight is involved?
e |sita single agent or part of a multi-agent architecture?
¢ What modalities does it operate in (text, code, vision, voice, tool use)?
e How open-ended is the use case?
e How substantial or complex is the transformation between inputs and outputs?

Some of the highest leverage information underwriters can likely gather is about the
organization’s relevant personnel:

e Towhom is Al risk management delegated?
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e What is their Al literacy level (e.g. can they articulate core safeguards governing the
organization’s agents, or best practices like the “rule of two”*3)?

o What duties and powers do they have?
o Whatis their track record?

A thorough underwriter will also take a holistic view of the entire value chain and a policyholder’s
governance apparatus for managing the Al agents, inquiring about:

e Technical controls
o Deployment and change management (version control, roll-back evidence)
o Technical safeguards (input/output filtering, rate limiting, fallback mechanisms)
o Integrity of training data provenance and pipeline
o Agent observability tools
o Agent access-control configurations
o Other cybersecurity controls
e Organizational controls
o Pre-deployment test logs
o Post-deployment incident logs
o Incident response plans
o Near-miss reporting protocols
o Human-Computer Interaction controls

o Human oversight and handoff protocols (ideally including override rates and
correction acceptance)

o Design of warning labels and disclosures of Al use

A well-designed standard certification that verifies all such controls [111] would supply much if
not all of the necessary documentation (see §11.3 above), similar to other insurance lines such as
workers’ compensation [298].

11.5.B From Questionnaires to Continuous Assessment

Traditional questionnaires have their place, but they are insufficient for a technology evolving as
rapidly as Al. Slow, rigid, and binary, questionnaires capture only an annual snapshot (something
cyber insurers know only too well [63, pp. 5-6]). Underwriters need more continuous, granular
data. This is where technical third-party technical testing enters the picture. This includes:

33 The "rule of two" states that an Al agent should only ever have permission to perform at most two of
three high-risk actions: (1) process untrusted input, (2) access non-public data, and (3) communicate
externally or make material internal changes. Restricting an agent to a maximum of two capabilities
protects the system by breaking the attack chains, ensuring a malicious input (like prompt injection)
cannot simultaneously access and exfiltrate or manipulate sensitive data.
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Benchmarking. Standardized test suites — covering reasoning, factuality, instruction-
following, and safety — that produce comparable scores across models and over time
[39, p. 148], [299]. Benchmarks are blunt instruments, but they are the closest thing
underwriters have to a common yardstick: useful for triage and trend-spotting, less so for
pricing a specific deployment. Their value lies in breadth and comparability, not realism.

Performance evaluations. Bespoke, non-adversarial tests designed to probe how a
particular system behaves under the conditions it will actually face in deployment [39, p.
149]. Examples include measuring hallucination rates on representative tasks, testing for
intellectual property leakage, evaluating tool-use reliability on representative workflows,
or studying performance drift under extended multi-turn interactions [300]. Where
benchmarks ask how a system compares, performance evaluations ask whether it is fit
for purpose.

Red teaming. The deliberate, structured effort to break a system using limited
affordances, to identify weaknesses and measure resilience [39, p. 153]. In practice, this
might mean attempting to jailbreak a system through adversarial prompting (e.g. [211],
[300], [301]), or designing prompt injection techniques to steer a system in ways
unintended by the developer (e.g. [302]). As with performance evaluations, red teaming
should increasingly stress systems across sustained, multi-turn exchanges, since refusal
boundaries that hold on the first prompt often soften by the tenth, and human-escalation
pathways that work in isolation may fail under prolonged manipulation. Analogous (in
some cases identical) to penetration testing in cybersecurity, the goal is to find
vulnerabilities before an attacker — or an incident — uncovers them. Red teaming is also
well-suited to identifying the upper bounds of severity in a system’s residual risk, after
efforts to engineer safeguards hit diminishing returns. Where performance evaluations
ask how a system behaves under expected conditions, red teaming determines how it
does under adversarial conditions.

Chaos testing. The deliberate introduction of faults into a complex system to observe
how it responds [264, p. 27]. For multi-agent systems with sophisticated orchestration,
this might involve corrupting one agent’s outputs — toxic content, fabricated data,
malformed tool calls — to see whether the broader system contains the failure or whether
contagion spreads (see e.g. [116]). The questions are diagnostic: does the system self-
correct, fail gracefully with appropriate alerts and fallbacks, or fail catastrophically? The
practice is borrowed from the chaos engineering pioneered by Netflix, Amazon, and
Google, now standard in reliability engineering [303].

By encouraging policyholders to regularly undergo these tests, and rewarding those who share
summary scores, underwriters can get a far more granular, system-specific picture of a
policyholder’s residual risk. We discuss exactly how these tests feed into pricing below (&I1.6).

Crucially, these tests cannot be one-and-done: much like penetration testing in cyber, these
tests must be conducted regularly since testing strategies, model capabilities, and their
vulnerabilities are all evolving on a month-to-month basis (see e.g. [19], [20], [211], [260], [304]).

For this reason, some standards include quarterly technical evaluations as a minimum
requirement [305]. Once again, the stack interlocks: a robust standard certification process will
produce not only a binary pass/fail, but also a wealth of data of interest to underwriters.
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The depth and rigor of these tests depends on the access applicants grant evaluators [306].
There are real tradeoffs with security and operational overhead, but underwriters should
generally reward transparency, incentivizing deeper access with meaningfully lower premiums.

I.5.C Historical Precedent: Fire and Building Code Rating Schedules

There is a well-established precedent for this model. The Insurance Services Office operates
two rating systems that illustrate how standards translate into underwriting infrastructure. The
Fire Suppression Rating Schedule (FSRS), a descendant of the 1915 National Board Grading
Schedule [307], scores communities on a 0-105.5 point scale based on how well their fire
suppression capabilities — emergency communications, fire department equipment and training,
water supply — comply with standards set by organizations like the National Fire Protection
Association [61], [308]. The Building Code Effectiveness Grading Schedule (BCEGS) performs a
parallel function, collecting over 1,200 data points to score how well communities adopt and
enforce up-to-date building codes [62], [309]. Property insurers use these scores ubiquitously
for pricing: a community with a better fire suppression rating gets lower premiums [310]. The
discounts exist because the schedules work: the National Institute of Building Sciences found
that the cost-benefit ratio associated with updated building code adoption is $11 to $1 [311], [312].

This is the private regulatory effect of insurance at its best: minimum safety standards for
insurability, plus a flexible menu of mitigation measures policyholders can proactively take to
further reduce their premiums [2], [3]. This translates the nebulous ex post incentives of liability
into bright line ex ante rules, guidance, and upfront monetary incentives [2].

The standards built for certifying Al agents should strive to inform underwriting in the same way.
One can envision a composite score for Al agents — akin to the FSRS scores — based on how
current its guardrails are, how robust its monitoring infrastructure, how it performed under
stress-testing, and how well the organization’s governance practices align with best practices. In
brief: the controls that make good standards will also make good rating criteria.

I.5.D Automating and Scaling

Currently, the kind of thorough Al underwriting described above is very hands-on. That level of
friction will be prohibitive for many customers and will not scale.

Besides leaning more on technical standards and model questionnaire language to reduce
friction, insurers could take a cue from cyber. Over the past decade, cyber underwriting has
come to rely less on manual assessments or white-glove audits, and more on automated
“outside-in” scans that evaluate an applicant’s security posture in minutes [63], e.g. [313]. This
has been enabled by a combination of insurtech innovations and new partnerships with major
Cloud Service Providers (CSPs) who already have access to much of the information insurers
need to know about their clients’ security configuration [63]. These solutions have not replaced
higher-touch underwriting for large corporate clients with complex risks, but they have allowed
insurers to write more small and medium-sized enterprise (SME) coverage by streamlining the
product [314], [315].
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Similarly, underwriting Al risk should leverage technological innovations — including using Al
agents to help underwrite Al [316] — and forge partnerships with frontier model providers as well
as CSPs who can furnish reliable telemetry and evaluation infrastructure at scale cf. [317], [111].
We discuss this further in §11.7.B below.

Recommendations:

e Advisory bodies (e.g. ACORD* and LMA®%) should develop model proposal forms and
questionnaires in order to reduce friction.

¢ Insurers should partner with Al auditing organizations to audit policyholders for organizational
and system safety.

o Reinsurers should encourage or require ceding insurers to mandate certain minimum
underwriting controls.

e Advisory bodies (e.g. the Insurance Services Office) should develop standardized rating
schedules.

1.6 Pricing

If insurers can’t profitably price Al agent risk, the rest of the stack is an exercise in futility. Every
layer in this proposed stack feeds into better pricing: incident data provides loss benchmarks;
standards and audits help with risk differentiation, streamline underwriting and control legal risk;
policy language controls what exposures land on the insurer’s book; performance evaluations
generate rough probability estimates, while red teaming helps identify the upper bounds of
severity. Pricing is where this all comes to a head.

To make this concrete, consider a schematic pricing formula:

severity X probability X exposure X sys_spec X sector X acc_risk_loading

Premium = - -
1 — profit_margin

In what follows, we’ll walk through the key terms in turn.

I.L6.A Expected Loss

At the heart of the formula is a basic expected-loss calculation: severity x probability x usage.

Estimating severity — how much incidents cost — draws on two complementary sources. The
first is incident data, collected in the aforementioned databases.*® Such data is currently scarce
but growing quickly, and much can be extrapolated from the cost of non-Al incidents in the same
category. For example, the legal risk of a chatbot reproducing clearly copyrighted material is not

34 Association for Cooperative Operations Research and Development.
3% | loyd’s Market Association.

36 Likely insurers' private databases in this case: as far as the authors are aware, public incident databases
rarely if ever include exact dollar costs of incidents. This doesn’t make public databases any less pressing
to pursue, but highlights how public and private efforts complement each other.
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fundamentally different from the exposure of a human employee doing the same. Likewise for
data breaches, erroneous financial advice, or defamatory outputs.

The second source is red teaming — the structured, adversarial effort to break a system,
analogous to crash testing in automotive engineering (see §l1.2.B), and virtually identical to
penetration testing in cybersecurity (see §l1.5.B above). By probing how badly a system fails
under hostile conditions, red teaming bounds the upper end of the severity distribution: the most
sensitive data a deployment can be coaxed into leaking, the most damaging instructions it can
be manipulated into following, the most egregious content it can be induced to generate. A
system that, under sustained adversarial pressure, will not exfiltrate sensitive customer data or
execute unauthorized financial transactions has a meaningfully truncated tail risk; one that will, is
exposed to the full distribution of possible losses in that category.

Estimating probability per unit of exposure is harder. Eventually, actuarial tables will supply
frequency data, and developing them is a priority for the industry. Until they mature,
performance evaluations can help fill the gap. Where red teaming determines how badly a
system fails under a given level of adversarial pressure, performance evaluations ask how often it
fails in expected conditions (see §ll.5.B above). The output is structurally similar to an actuarial
table — a distribution over failure modes — but generated by simulations of real-world
deployments rather than historical observation. Besides their immediate availability, red teaming
and performance evaluations have two other important advantages:

1. They are system-specific, helping differentiate risk. Two systems built on the same
foundation model can have radically different failure profiles depending on guardrails,
prompt architecture, retrieval design, and deployment context. Actuarial tables derived
from industry-wide loss data would gloss over these differences with an average.

2. They are forward-looking: they evaluate the current system, and project how often it will
fail. With a technology evolving as rapidly as Al, actuarial tables will quickly become
outdated, threatening their predictive validity [21].

Estimating exposure completes the expected-loss calculation. Company size and or revenue are
the typical proxies. However, these are crude. A firm that occasionally runs an internal document
summarization bot presents very different exposure from one running fleets of autonomous
customer-service agents across all product lines.

Ideally, insurers would obtain a direct reading of Al usage — API call volume, token throughput,
or comparable telemetry. In the same way commercial auto telematics passively collects driving
data [318], such telemetry can be designed to be frictionless for the policyholder, especially if
insurers partner with foundation model providers (see &§I1.7.B below). Greater price discrimination
should also expand the addressable market: light users stop subsidizing heavy ones, and
coverage becomes economical for deployments that flat-rate pricing would otherwise exclude.

1.6.B System Specifications

Beyond a simple expected-loss estimation, pricing should incorporate feature rating: adjusting
premiums based on the system specifications of the Al system that correlate with risk, even if
their contribution to expected loss is hard to quantify precisely.
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Insurers should aspire to the granularity seen in e.g. property insurance for fire-prone areas,
where underwriters account for the slope of the terrain, prevailing wind patterns, the density of
brush and its proximity to structures [319], the materials used in construction, and the availability
of local fire suppression resources (see §I1.5.C above). Together these features produce a
detailed risk profile that allows genuine differentiation between properties. If this can be done for
property insurance, which requires physical inspections and sophisticated geo-spatial data
analysis, it can be done for Al agents, whose basic characteristics are inherently more
confirmable. For a list of system features pricing should attend to, see §lI.5.A above.

Underwriters should also offer premium discounts for implementing additional or more effective
safeguards. Not all safeguards are created equal, and pricing should reflect this. For example,
prompt injection defenses range widely in robustness: some techniques, such as CaMel,
provide deterministic security guarantees by architecturally separating control and data flows,
while others rely on heuristic detection that a sufficiently creative attacker can bypass [226],
[320]. Underwriters should price the difference.

This is not novel. Nuclear insurers have long offered premium differentials of up to ~40% based
on the findings of engineering safety reports [68]. Cyber insurers routinely offer discounts of up
to 25% for insureds who demonstrate excellent security posture — multi-factor authentication,
endpoint detection and response, robust backup procedures [321], [322], [323]. Al insurance
should aim for the same meaningful price differentiation based on the quality and rigor of
technical controls. Premium signals are a key tool insurers have for driving safety improvements;
failing to differentiate on pricing undermines the governance function of insurance. A menu of
options at different costs also helps policyholders determine what is cost-effective for their case
[2]. For example, deterministic controls with strong observability guarantees are reasonable for
high risk sectors such as financial services [169], but may be excessive for lower risk sectors.

11.6.C Sector

As mentioned earlier, the sector in which the system is deployed also matters for pricing Al
agent risk. All else equal, an agent deployed in financial services — where errors can trigger
regulatory actions, fiduciary liability, and market losses — is higher risk than the same system
deployed in retail inventory management.

11.6.D Accumulation Risk

Finally, the premium must account for accumulation risk: the possibility that a single underlying
cause produces correlated losses across many policyholders simultaneously.

This is where the greatest uncertainty lies, and where traditional actuarial methods are least
helpful. What evidence we have suggests that accumulation risk from Al is currently low or
manageable through exclusions (see §ll.2). Most Al deployments today are narrow enough in
scope, and the market young enough, that a single failure is unlikely to cascade across a large
book of business. However, we expect this to change quickly. As enterprises become more
dependent on a small number of upstream model providers, as multi-agent systems proliferate,
and as Al takes on higher-stakes tasks, the potential for correlated failures grows substantially.
Insurers must get a handle on these risks if this market is to be viable (see §1.3).
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Recommendations:

¢ Insurers should lean into pricing based on system-specific stress-testing data (red teaming,
performance evaluations etc.) to keep up with a rapidly evolving risk, and overcome the lack
of actuarial data.

¢ Insurers should feature-rate based on system specifications, governance practices, and
technical safeguards in place.

¢ Insurers should partner with frontier model providers to track policyholders’ Al usage through
telematic-like arrangements.

Il.7 Ongoing Loss Control and Monitoring

The work does not end once a policy is issued. With a technology evolving as rapidly as Al,
insurers should verify that insured systems continue to meet minimum standards and support
policyholders as new vulnerabilities are discovered and safeguards improve.

Cyber insurers learned this the hard way. As noted above, early cyber policies relied on point-in-
time audits and questionnaires that were quickly outdated. The shift to so-called “active
insurance” [324] — continuous scanning of policyholders’ attack surfaces, real-time alerting, and
ongoing risk management services — has been a positive development in that market [63], [325].

Cyber Insurance — Loss Ratio by Quartile (2018-2024)
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Source: NAIC data, reporting on the top 20 cyber insurance groups by market share.
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Figure 6.
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These efforts pay off. The top quartile of cyber insurers consistently have loss ratios more than
20% lower than the market — 29% on average over the last 8 years (see Figure 6). This agrees
with the reported loss ratios of leading specialty cyber underwriters like Corvus (Travelers) and
Beazley, who pair insurance with sophisticated loss control services [293], [294], [295], [326].

Perhaps more telling, during the ransomware surge of 2020 and 2021, the spread between the
top and bottom quartile widened greatly (from 53 points in 2019 to 74 points in 2020),
suggesting better underwriting discipline and loss control simply lead to fewer and lower claims.
(The spread narrowed again later, as premium hikes kicked in to compensate for higher losses;
see Figure 4 in §1.5). Scholars are generally skeptical of cyber insurers’ ability to reduce harm by
increasing security [21], [327], [328], [329], due in part to crime insurance’s unique countervailing
third-party moral hazard effect: the presence of insurance can encourage criminal activity [3],
[330], [331], [332]. However, the high variance in underwriting outcomes cannot be explained by
accurate pricing alone: disciplined risk selection, mandated security controls, and loss control
guidance are also having an effect. A survey of German businesses, for example, found that
cyber losses to insureds increased by only around 70% over four years, well below the economy-
wide 250% increase over the same period [333].

Like cyber, the Al insurance market will probably mature in two stages. Unlike cyber, it has the
benefit of hindsight: with appropriate leadership and coordination, cyber’s three-decade learning
curve can be compressed for Al insurance.

I.7.A Stage 1: Rapid Auditing and Iterating on Standards

In the near term, the most practical approach is frequent auditing of policyholders against a built-
for-purpose standard, with the standard itself updated on a cadence fast enough to keep pace
with advances in Al capabilities and attack methods. Early adopters of Al insurance will accept a
relatively heavy audit burden — much as early cyber insurance purchasers accepted lengthy
security questionnaires and on-site assessments — because the coverage and the trust signal
will be worth it.

What might this look like in practice? A comprehensive standard would combine several
elements. An initial in-depth audit verifies technical guardrails (e.g. input validation, output
filtering, tool-use sandboxing), operational practices (e.g. incident response, human escalation
protocols), and legal policies (e.g. acceptable use terms, data processing agreements).
Performance evaluations and or red teaming tests are re-run on a frequent (e.g. quarterly)
cadence using the latest methods, to catch newly discovered vulnerabilities and verify that
performance remains in spec. The full suite of technical and organizational controls is re-audited
annually to maintain certification. Critically, the standard itself is revised on a similarly rapid
cadence, incorporating new research, attack vectors, and best practices as they emerge.

Audits could be structured in two rounds with a remediation window in between. This is where
the insurer or MGA’s risk management expertise is most valuable, not just for flagging
deficiencies, but actively helping policyholders fix them. The goal is loss control, not box-
checking. Policyholders that remediate identified issues between rounds get to maintain their
certification (and coverage terms); those that don’t face premium adjustments or non-renewal.

Some of the standards surveyed in &ll.3 are built around exactly this model pairing certification
with recurring performance evaluations and a quarterly revision cycle.
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This stage is labor-intensive by design. It builds the institutional knowledge — which controls
actually reduce losses, which evaluation methods are most predictive, which deployment
patterns correlate with claims — that will underpin the more scalable approaches of Stage 2.

I.7.B Stage 2: Partnerships with CSPs and Foundation Model Providers

Stage 2 is about scaling these efforts, by reducing cost and friction between insurers and
policyholders. We suspect this will be best enabled by partnerships with Cloud Service
Providers (CSPs) and frontier model providers, who already hold much of the information on
downstream customers that insurers need in order to price, monitor, and support policyholders.
This mirrors developments in cyber, where insurers have partnered with major CSPs to access
telemetry on policyholders’ security posture with lower friction [63].

For Al, the relevant telemetry from a model provider or CSP might include:

e Model Context Protocol (MCP) tool calls, API usage patterns, and rate limits (what are
they, how often are they hit).

o API key rotation frequency.
o Whether the provider’s content filtering is enabled or disabled.

e How frequently the provider is blocking requests based on their own internal safeguards
(such as content filters).

e Which foundation model version(s) the downstream developer or deployer is using.

e How system prompts are structured.

e Input-output token ratios (which can signal whether a system is doing retrieval-
augmented generation, chain-of-thought reasoning, or something else entirely).

e Tool-call patterns and agent traces: which tools the agent invokes, how often, in what
sequences, and the frequency of high-impact actions (e.g. writes to external systems,
financial transactions, code execution). Emerging runtime-governance frameworks
formalize exactly this telemetry — mapping each agent run to a trace whose spans record
capability invocations, tool intent (read/compute/write/dispatch), and approval and
containment events — providing a ready-made schema for the signals insurers most
need to monitor [169]. Traces also reveal whether human-in-the-loop checkpoints are
being triggered as designed [169].

¢ Anonymized, aggregate-level data about model outputs (as seen in e.g. [334]), indicating
whether the customer’s use case is staying tightly scoped or expanding into new
domains (e.g. fewer outputs are categorized as basic customer support, and more are
categorized as financial advice).

The insurance industry should be helping and encouraging potential partners — whether
foundation model providers or hyperscalers — to build dashboards that enable better risk
management for business customers and, eventually, seamless insurance coverage cf. [317],
[111].

Alongside these provider partnerships, advances in insurtech will further reduce overhead. For
example, performance evaluations and red teaming can and will be automated for scalable,
repeatable stress-testing. Self-assessment tools will also surely be built.
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The transition from Stage 1 to Stage 2 will not be a clean switch. Audit-heavy approaches will
persist for high-risk deployments, and complex or novel use cases [63], [111], even as provider
partnerships make coverage economically feasible to write for many more small and medium-
sized enterprises (SMEs). What matters is that insurers commit to monitoring as an ongoing
function, not a one-time gate.

Recommendations:

¢ Insurers should encourage or require regular performance evaluations and red teaming,
helping policyholders with remediation and providing loss control guidance.

e MGAs and Insurtech providers should, to reduce friction, begin automating and streamlining
the above stress-tests.

e Insurers should begin partnering with CSPs and frontier model providers to monitor what
safeguards policyholders have enabled and (potentially) how often they are triggered.

1.8 Incident Response and Claims Management

When an Al agent causes harm, the insurer’s response in the hours, days, and weeks that follow
does more than settle a single claim: it shapes loss outcomes, preserves the policyholder
relationship, and generates the forensic evidence that feeds back into every other layer of the
insurance stack. Effective incident response contains damage before it compounds; rigorous
claims management ensures losses are paid promptly where coverage applies and denied
defensibly where it does not; and thorough post-incident forensics turn each loss into a learning
opportunity for underwriters, standard-setters, and risk modelers.

This section argues that Al agent incidents can borrow much of the breach coach and crisis
management infrastructure from cyber and product recall insurance. However, that will not be
sufficient: Al incidents will require new technical expertise, such as real-time intervention in
autonomous systems, forensic reconstruction of agentic decision chains, and causal attribution
across foundation models, fine-tuning, and scaffolding; claims adjusters will need to become
technically literate in agentic Al. Finally, given the pace at which Al evolves, insurers must
tighten the feedback loop between claims and the rest of the stack.

I.8.A Containment
When an Al agent causes harm, insurers need to be at their customer’s side with a plan ready.

In cyber, policyholders can call a 24/7 hotline in the event of a breach, and the insurer activates a
pre-approved panel of attorneys (“breach coaches”) who bring on partnered forensics firms, PR
consultants, and so on [332], [335], [336]. Product recall works similarly, with insurers retaining
crisis consultants to coordinate recall logistics, regulatory obligations, and brand rehabilitation
[337], [338]. In both lines, the insurer orchestrates specialized vendors under pre-negotiated
rates and service agreements, providing policyholders expertise they would struggle to
assemble on their own under the time pressure of an active crisis. Insurers benefit from
controlling losses and costs.

We believe Al incident response can copy this playbook in many respects. Legal counsel, PR
firms, and claims adjusters will be familiar with much of the downstream fallout of an Al failure. A
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defamation suit triggered by a hallucinated output, reputational damage from a chatbot gone
rogue, regulatory inquiries following a data leak: these are familiar harm categories, even if the
proximate cause is novel.

What is new is the technical dimension of containing an ongoing Al incident. When a customer-
facing Al agent is actively generating harmful outputs — fabricating legal citations, leaking
confidential data through prompt injection, or making unauthorized decisions in an agentic
workflow — someone needs to intervene at the system level. That means identifying the failure
mode in real time, isolating the affected system or rolling back to a safe state, and implementing
a patch or workaround before the damage compounds. This is not something breach coaches or
PR consultants do. It requires Al-specific technical expertise: knowledge of common
deployment configurations, monitoring infrastructure, and common security vulnerabilities
cataloged by organizations like OWASP [273] and MITRE ATLAS [272].

This technical incident response capability is nascent but will become a critical part of the Al
insurance value chain. Just as cyber insurers now partner with Digital Forensics and Incident
Response (DFIR) firms like CrowdStrike [339] and LevelBlue [340], Al insurers will need
partnerships with — or in-house access to — teams capable of diagnosing and containing Al-
specific failures. Over time, we expect dedicated Al incident response firms to emerge, or
existing DFIR firms to expand their offerings to cover Al systems.

1.8.B Claims Management

Once the immediate crisis is contained, attention turns to the claim itself. Claims management is
the process by which an insurer verifies that a reported loss falls within the scope of coverage,
quantifies the indemnifiable amount, and pays — or denies — the claim. Done well, this delivers
prompt and predictable recovery for the policyholder while protecting the insurer from inflated,
fraudulent, or out-of-scope demands.

For Al agent claims, the central difficulty is forensic: establishing what happened, why it
happened, and whether the chain of causation maps onto what the policy actually covers.
Standards and underwriting controls pay dividends here. Mandated documentation — version
control, logging of tool calls, data provenance — ensures there is a paper trail to follow.
Mandated pre-deployment performance evaluation results, red teaming results, near-miss
logging, and incident response plans let claims adjusters measure what the policyholder did
against what they said they would do; what happened against what policyholders expected to
happen. Mandated input-output logs furnish contemporaneous evidence that is difficult to
reconstruct or contest after the fact. Absent this infrastructure, adjusters face the unenviable
task of adjudicating black-box failures with little more than the policyholder’s own narrative.

Policy language is the other half of the equation: if it is not clear, no amount of forensics will
determine whether a loss is covered. Clear language clarifies the forensics required to enforce it,
saving time, money, and trust.

To illustrate, consider what’s needed to make a workable exclusion for losses attributable to an
upstream foundation model (desirable for insurers to control accumulation risk). First, the policy
language must clearly and narrowly scope what losses it’s excluding — e.g. confabulations
originating in the foundation model. Second, controls and documentation must enable claims
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adjusters to determine whether a given failure was indeed more likely due to the upstream
foundation model or to downstream engineering. This may mean rerunning prompts on the
foundation model®” without any downstream scaffolding or harnesses, checking that fine-tuning
data wasn’t unreasonably inaccurate, reviewing calls to any RAG® system, making sure system
prompts weren’t applying inappropriate pressure on models, and so on. The carveout is
effectively unenforceable without standards and underwriting controls that mandate such data
logging and instrumentation. Few claims will be large enough to warrant their use, but they
should be available if needed.

The claims adjuster role itself will need to evolve too. The familiar skill set — coverage analysis,
loss valuation, negotiation, fraud detection — remains essential, but Al claims will demand a new
layer of technical literacy, e.g.:

e Al agent types (coding, customer service, financial...)

e Common deployment configurations / scaffolding setups
e Evaluation methodologies (see §l1.5.B)

e Common security vulnerabilities [272], [273].

They will need enough fluency to interrogate forensic reports, challenge implausible attributions,
and recognize when a policyholder’s narrative is inconsistent with the data. In the near term,
insurers will likely need to review their panels of external counsel in order to provide adjusters
access to the Al forensic specialists they need, much as cyber adjusters consult DFIR experts on
causation and scope-of-breach questions.

I.8.C Post-Incident Forensics

As part of the claims process and for the benefit of underwriters, policyholders, and potential
affected individuals, insurers should encourage or provide thorough post-incident forensics. For
Al agents, a proper autopsy might include:

e Examining logs and reconstructing the incident. An investigator’s first step is to gather
relevant data, interpolate what is missing, and attempt to reconstruct the incident. What
inputs did the system receive — user prompts, tool outputs, environmental data? What
outputs did it produce, and what intermediate decisions did the agent make? For agentic
systems, this (ideally) means reconstructing not just the final harmful output, but tool
calls, branching decisions, and much more (in the limit: the full chain of thought).*®

¢ Identifying root causes. A complete root cause analysis would go well beyond the
immediate technical failure. Recent work proposes that Al agent incidents arise from a
chain of causes spanning three domains [171]: system factors (training data, design

57 |deally, inspecting its chain-of-thought, or, in the limit, its internal activations [306].

38 Retrieval-Augmented Generation: a technique that improves LLM reliability by fetching facts from an
external knowledge base before generating a response.

3 A complication: the causal trail may not lie entirely within the insured's own systems. An agent can be
diverted by content it encountered externally — for instance a prompt injection embedded in a third-party
webpage — which may have since changed or disappeared and over which the insured has no control.
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choices, scaffolding architecture), contextual factors (the external conditions and inputs
that precipitated the failure), and cognitive errors in the agent’s observation, reasoning,
or action execution. This is the right level of granularity. A shallow taxonomy that stops at
“the chatbot hallucinated” misses the distinct upstream causes — a poisoned training
dataset versus an adversarial prompt versus a flawed system prompt — that demand very
different preventive measures. Insurers should push for incident reports that capture all
three levels.

o “Neuroscience for AL.” To probe deeper, investigators could potentially use tools from
mechanistic interpretability (a.k.a. “neuroscience for Al” [341]) to analyze the foundation
model’s internal processing — attention patterns, neuron activations, chain-of-thought
traces — to understand why it made the decisions it made [171], [306]. This is unlikely to
be practically feasible in the near-term: researchers lack consensus on the reliability and
maturity of interpretability tools, which also require extensive access to the foundation
model in question, raising significant trade secret and security concerns for foundation
model providers [306].

¢ Analyzing organizational decisions. Beyond the technical failure, investigators might
scrutinize the institutional choices surrounding deployment. Was the system deployed in
a use case it wasn’t designed for? Were monitoring thresholds set appropriately? Did the
deployer ignore warnings from pre-deployment testing? Were human oversight and
escalation mechanisms in place and functioning? Were warning labels sufficient? What
effect did the UX design have on the user’s understanding of the Al agent’s role,
capabilities, and limitations? Did organizational routines normalize over-reliance on the
technology [342], [343]?

This last point matters as much as the technical analysis. The gold standard of incident
investigation is in aviation, where root cause analysis almost always studies the chain of
organizational decisions — maintenance schedules, training protocols, communication failures —
behind the immediate technical failure [344]. Al will be no different.

11.8.D The Role of Liability

Such efforts should not depend on good will alone: insurers, developers, and deployers need
incentives to conduct thorough investigations and share what they find: design of the liability
regime is critical. Research and experience tell us that lawyers are sometimes more attractive
than safety engineers for both insurers and policyholders trying to limit liability risk (cf. [345]).
This stifles institutional learning: forensic findings are buried to avoid creating evidence of
negligence rather than disseminated to prevent future incidents [49]. There is evidence of this in
cyber insurance, and there is no reason to think Al will be immune. As noted earlier, transparency
requirements and disclosure mandates would greatly help (see &§ll.1 above). Clearer assignment
of liability through statute could also help [3, Pt. lll], as long as it does not simply displace liability
insurance with a cruder proxy (e.g. blanket immunity in exchange for certification against a
standard).

Besides deploying sticks, the government should make doing the right thing as frictionless as
possible, such as by streamlining voluntary, anonymized reporting to the aforementioned
incident database. By adding value back to the industry, through analysis of general trends and
bulletins on best practices, such a government-run database could further encourage good-faith
reporting. Reporting should be the path of least resistance, not a reputational risk.
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I.8.E Closing and Tightening the Feedback Loop

With incidents (and associated losses) logged, analyzed, and categorized, the insurance cycle
ends and begins anew. The loss data feeds back into risk modeling and pricing; the technical
findings inform updates to safety standards and technical testing methods; and the
organizational lessons shape underwriting criteria and loss control guidance for future

policyholders.

In many lines, closing this loop is enough. However, valuable claims data can take a year or more
to feed back into the rest of the insurance stack. Given the speed at which Al evolves, many of
the data’s insights will be stale by then: insurers will need to tighten this feedback loop. In short,
claims management shouldn’t just be a settlement function, but also a high-fidelity and timely
sensor for the ground truth on what’s going wrong with the technology.

Recommendations:

e Insurers should establish pre-approved panels of Al-specific technical incident response
providers, analogous to existing breach coach and DFIR retainer models in cyber. Where such
Al incident response and forensics firms don’t yet exist, encourage their development. The
data required for conducting forensics should be included in aforementioned Al agent
standards, to ensure it is logged.

¢ Insurers should train claims adjusters to be Al literate, and extract learnings from incidents to
improve underwriting and loss control for Al agents.

¢ (Re)insurers should encourage or require structured post-incident reports as a condition of a
major claim settlement. Reports should follow a standardized taxonomy covering, among
other things, system factors, contextual factors, and cognitive errors.

e Advisory bodies (e.g. ACORD*® and LMA*) should develop standardized incident and claims
reporting templates.

¢ Non-regulatory government bodies (e.g. NIST’s** CAISI*®) should encourage good-faith
incident reporting to anonymized industry databases, similar to NASA’s ASRS** for aviation.

e Governments should adjust liability regimes and court discovery rules to ensure incentives
are aligned with institutional learning, and not simply burying or destroying incident data.

40 Association for Cooperative Operations Research and Development.
4 Lloyd’s Market Association.

2 National Institute of Standards and Technology.

43 Center for Al Standards and Innovation.

44 Aviation Safety Reporting System.
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Part lll. Looking Ahead: Covering Al CAT

Agents hallucinating outputs, leaking customer data, infringing on IP, giving unreasonable
financial advice, deleting codebases, issuing improper refunds: these are the bread and butter
losses that a healthy Al insurance market absolutely can and should handle. The components
covered in Part Il of this report together describe the complete stack needed for such a market
to function well.

However, a truly healthy insurance market would also manage tail risks. Unfortunately,
catastrophic risk from frontier Al agents — Al CAT — might be severe. Covering it will likely
require alternative capital structures and government involvement. What follows is a preliminary
discussion.

l1l.1 The Stakes of Artificial General Intelligence

Frontier Al companies such as OpenAl, Anthropic, and Google DeepMind are explicitly
committed to building Artificial General Intelligence (AGI). While there is no consensus among
experts, a growing number believe we will succeed in building AGI by the end of this decade,
with some predicting much sooner (cf. [19], [20], [346]). Whatever one’s view, it is certain that Al
today is the worst it will ever be; the capabilities curve points steeply upward [24], [39]. Of note:
because the length of tasks that coding agents can accomplish without human intervention is
doubling roughly every four months [19], a feedback loop is forming in which Al agents are being
used to build and improve the next generation of Al agents [347], [348], [349]. This dynamic is
sometimes referred to as “recursive self-improvement” [350], typically with the connotation that
humans are slowly being removed from the loop: evidence of this last is unclear.

The development of AGI could produce transformative economic and social benefits, and failing
to develop it has high opportunity costs ([100], [101], [102], cf. [117]). But the technology is
inherently dual-use. In November 2025, Anthropic reportedly caught Chinese state-backed
actors using Claude to automate sophisticated cyber espionage campaigns against dozens of
global targets, executing 80-90% of tactical operations without human intervention [351], [352].
In April 2026, Anthropic announced its Mythos model, whose cyber capabilities allow it to
automate cyber attacks end-to-end and discover novel zero-day vulnerabilities in every major
operating system and web browser [33], [34], [138]. Reporting to senators a demonstration of
Mythos’ capabilities, US National Security Agency chief Joshua Rudd said Mythos “broke into
almost all of our classified systems, not in weeks, but in hours” [36]. Rather than releasing it
publicly, Anthropic gave critical infrastructure providers early access to patch their systems’
vulnerabilities before Mythos-like capabilities are widely available to attackers. Mozilla
(developer of the Firefox browser) gives a sense of how significantly Mythos has changed the
strategic landscape: with Mythos, it shipped 423 security fixes in April 2026 alone, nearly double
the 258 shipped in all of 2025.
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Image 5. Firefox Security Bug Fixes by Month. Source: Mozilla Foundation [35]

As more powerful Al is developed and deployed in higher-stakes contexts, the risk of
catastrophic loss increases along several dimensions. This includes societal-scale risks, with
direct losses on the order of hundreds of billions of dollars or more. For example, many experts
and frontier Al developers warn that Al could enable bio-terrorism attacks [38], [39], [141]. For
reference, the direct, health-related losses from the COVID-19 pandemic were over $10 trillion
(2026 USD) for the US alone [131]. Some experts also warn of the possibility of losing control
over advanced Al systems that develop goals misaligned with their operators’ intentions. In the
limit, they warn, this could lead to human extinction [39], cf. [64], [65]. These more dramatic
catastrophes, centered on a few systems or actors going rogue, come in addition to the risk of
large correlated losses from diffused, cascading multi-agent disasters discussed above in §11.2.

[11.2 The Lesson of 9/11

Future research should explore Al CAT scenarios in detail. However, if they are anything like
cyber CAT, there are many plausible scenarios in which the 5-year GDP at risk for North America
and Europe quickly reaches the trillions of dollars [75], [76].

What'’s also clear: direct damages and remediation will make up only a fraction of the lost GDP
cf. [75], [130], [353]. If insurers are unprepared, they will rush to add exclusions in response to
such a catastrophe; coverage for Al related risk could become unavailable or prohibitively
expensive. Enterprise Al adoption could freeze or roll back as trust in the technology craters and
procurement departments refuse to approve deployments without adequate coverage. It’s
difficult to predict the exact mechanism, but this is where the bulk of lost potential lies:
economic activity seizing up and contracting, magnified by a sudden retraction of insurance
coverage and a potentially lingering “Al malaise.” This kind of freeze up and mini recession has
been documented before. Consider 9/11: it’s estimated to have caused some $150 billion (2026
USD) in direct losses and indirect lost economic output [129], [354], [130]. However, the direct
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loss of life and property accounts for only 14 billion (2026 USD) [355] and 42 billion (2026 USD)
[356], respectively. A “fear factor” that affected consumer behavior is blamed for the bulk of the
losses [130] and a sudden retreat of insurance certainly didn’t help: in the wake of the disaster,
property insurance premiums jumped 5% cf. [84], [355] and a wave of exclusions carved out
mispriced terrorism risk. Insurance coverage requirements built into bank loans suddenly
couldn’t be met, grounding commercial aviation [357] and halting major construction projects
[83]. The drag on the recovery could have been considerably worse had the federal government
not intervened [130], [358], [82], [81].

In the face of potential Al catastrophes, insurers are not powerless: they can either be a part of
the problem, or part of the solution, building resilience into the system. At a minimum, they
should begin excluding Al CAT they are silently exposed to, signaling to all market participants
the need to better prepare and price these risks in. Again though, if insurers did only this, they
would be largely abdicating their role in the economy. Ideally, they would help build the
insurance stack needed to price in and avoid such catastrophes, starting with investing in
understanding and modeling Al CAT (see §ll.2 above).

[11.3 Macroeconomic Risk: An Al Bubble?

Major terrorism risk is not a perfect analogy: in many ways, Al CAT is structurally much thornier.

The US economy is increasingly a highly leveraged bet on frontier Al paying high dividends
[359]. Al-related capital expenditure has become a primary driver of economic growth — by
some estimates over 1% of GDP growth in 2025 [360] and the top Al-related companies account
for roughly three-quarters of S&P 500 returns since ChatGPT’s launch [360]. Tech companies
are projected to spend some $400 billion per year on Al infrastructure; for reference, the entire
Apollo space program cost about $300 billion in inflation-adjusted dollars. The Al buildout is
costing a new Apollo program, not every 10 years, but every 10 months [361].

There is growing concern that the Al investment boom is a bubble [77], cf. [78]. Consumer
spending on Al services remains modest — roughly $12 billion annually [361] — and the
Organisation for Economic Co-operation and Development (OECD), the IMF, and the Federal
Reserve have all flagged the boom as a potential downside risk to global growth [79], [80]. A
sudden loss of confidence — whether from a catastrophic Al failure, a regulatory shock, or simply
underwhelming returns — could trigger a violent market correction: stock sell-offs, credit market
tightening, and regulatory clampdowns. No insurer can fully insulate itself from such a
macroeconomic shock [362]; even those with zero direct Al exposure would feel it through
investment portfolio losses and knock-on effects across the economy.

Ultimately the government is always implicitly exposed to such risks: its implicit commitment to
bail out critical sectors of the economy, or provide emergency relief to the public in the event of
a disaster cannot credibly be disavowed ex ante. The government is society’s de facto insurer of
last resort [66]. A healthy insurance regime would internalize harms that are externalized to
taxpayers in this way, curtailing moral hazard from any “too-big-to-fail” effect [3].*°

4% A.k.a. "charity hazard" [363].
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[11.4 Solutions for Al CAT

In sum, insuring Al CAT is needed to:

e Ensure that society captures the upside of transformative artificial general intelligence by
improving security, safety, and reliability

e Reduce the likelihood of downside harms

e Protect the broader industry and economy from major shocks
e Reduce the moral hazard the government generates by default
e Ensure individuals harmed are compensated

This is a tall order, but not insurmountable. We believe the market for insuring downstream
applications of Al agents will be the proving ground for insuring the tail risks of foundation model
providers. Insuring the tails will involve many of the same components: incident data collection,
standards, audits, technical evaluations, monitoring, and safety R&D cf. [111].

Hypothetical Coverage Tower for Frontier Al CAT

Government backstop

CAT bonds

Reinsurance

Severity of loss

Mutual insurance

Primary insurance

Self-insured retention

Figure 7. Note: Proportions of coverage are illustrative.
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The principal difference will be less emphasis on scaling the infrastructure (there are inherently
few customers) and more on technical loss control, the most cost-effective way to keep loss-
ratios in check and reduce the risk capital needed for coverage [71], [3].

The challenge is finding sufficient capacity, designing appropriate capital structures (see Figure
7), and clearly delineating responsibilities and commitments between the public and private
sectors. An exhaustive treatment awaits a future paper; here we briefly survey four potential
components of the solution space:

Mutualization. A promising solution to both the capacity and structure problem is a type
of industry mutual (in this case, a group captive): not-for-profit insurers owned by their
policyholders, in which frontier Al companies would effectively insure each other against
catastrophic risk cf. [9], [22]. Historically, mutuals have the best track record of matching
effective private governance with sustainable financial protection [3]: they coordinate
members on best practices, invest in public goods like safety R&D, protect the industry’s
reputation through robust oversight, and leverage peer pressure [3], [67], [68], [364]. For
example, Nuclear Electric Insurance Limited (NEIL) is a mutual critical to commercial
nuclear power’s effective self-regulation [67], [68], [146]. An Al mutual would address the
industry’s coordination problems — including the free-rider problem that leaves safety
R&D chronically underfunded — while maintaining sufficient independence from any
single member to serve as a genuine check on the industry. Partnering with and
leveraging the expertise of traditional (re)insurers (as NEIL does) will be critical, but we
cannot expect them to supply the bulk of the capacity required.

Catastrophe bonds and other insurance-linked securities (ILS). CAT bonds allow
insurers and reinsurers to transfer some catastrophic risk to capital markets, tapping a
much larger pool of risk-bearing capacity than the insurance industry possesses on its
own [365]. This capacity comes at a high premium, since, unlike traditional reinsurance,
CAT bonds are fully collateralized. As such, they constitute a very small share of
coverage in other markets (e.g. ~0.5% of the cyber market) [366]. Some suggest CAT
bonds might serve as a price discovery tool: the bond market would aggregate dispersed
private information about the likelihood and severity of frontier Al’s tail risks [69]. In
practice, this mechanism is limited by the complexity of the product, and large
information asymmetry between frontier Al companies and the rest of the market: issuing
such a bond still requires costly assessment and quantification of the risk being
transferred [69]. In other words, CAT bonds cannot substitute for the machinery of
standard setting, underwriting, and auditing.

A bespoke liability regime. For such extraordinary risks, many scholars believe common
law tort liability will not produce efficient outcomes, from both a perspective of
insurability, as well as an insured’s activity and care levels [3], [70], [72], cf. [73]. Where a
catastrophic Al failure produces harms that would otherwise bankrupt the primary party
liable, a residual liability framework could ensure individuals harmed are compensated by
spreading the remaining liability to the rest of the industry [72]. This would also further
encourage the industry to police itself, crystallizing an already implicit shared liability in
the form of a collective industry reputation: an Al Three Mile Island would be a blow to all
frontier Al companies, not just the one that caused it [3]. (This is especially germane
given the strong negative public sentiment around Al [85]). Strict liability for certain
catastrophic harms — mirroring the regimes applied to nuclear power and ultrahazardous
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activities — would focus insurer efforts on pricing and mitigating technological risk,
rather than gaming legal risk [3], [71]. Liability can be further clarified and channeled (and
thereby made more insurable) by making it exclusive*® [71], cf. [88]. Finally, liability can
also be made more insurable by e.g. limiting or barring punitive damages, but scholars
differ regarding expected welfare impacts: Weil calls for expanding punitive damages to
internalize the ex ante expected loss of a near-miss catastrophe [74], [71], [367], [70], [3].

e Government backstops. Only the state can insure some risks. In the US, the Price-
Anderson Act for commercial nuclear power offers an insightful precedent: a three-tier
insurance scheme for nuclear meltdowns, in which the first layer (~$500 million) is
covered by traditional insurers; the second (~$13 billion), by the nuclear power industry
collectively; the third, by the government [88]. This system successfully nurtured the
nuclear power industry, by giving private insurers the confidence to enter the market and
shoulder more of the risk than they otherwise would have. This in turn provided electric
utility companies the coverage they needed to make investments in nuclear power
worthwhile, while still keeping these companies accountable.*” A comparable structure
for Al CAT, where the private sector bears the first layers of risk and the government
absorbs the excess (see Figure 7), would protect against a sudden withdrawal of
coverage without letting the industry off the hook for rigorous risk management. An ex
ante commitment to backstop losses also lets the government extract something in
return for playing insurer of last resort. This might include security requirements,
transparency mandates, and or premium contributions that could fund programs aimed at
managing Al-caused disruptions [22]. In fact, the Price-Anderson system has generated
net positive (if modest) revenue for the government [88]. Governments could also share
underwriting-relevant signal in return, such as summary scores from classified national-
security testing of frontier models (e.g. for CBRN*® or offensive-cyber uplift), which no
private evaluator could produce, but would feed directly into insurers’ risk evaluation and
pricing.

I1l.5 Getting Ahead of the Problem

The instinct to defer these questions — to wait until the outlines of Al CAT become clearer and
losses materialize — is understandable but mistaken. The lesson of 9/11 is that catastrophic loss
from silent, mispriced exposure can chill economic activity far beyond the sectors directly
affected.

46 A regime in which legal responsibility for a class of harm is channeled to a single designated party, while
other potentially responsible parties along the supply chain are statutorily shielded from liability. This
typically governs only whom plaintiffs may sue; the designated party generally remains free to pursue its
own indemnity, contribution, or subrogation claims against other parties.

4 The Terrorism Risk Insurance Program (TRIP) played a similar role for terrorism risk: following the
insurance market freeze up post-9/11, TRIP created a federal backstop that gave private insurers the
confidence to re-enter the market, and shoulder more of the risk than they otherwise would have [81].
Unlike Price-Anderson, however, TRIP is a straight subsidy: there is evidence this has generated moral
hazard [368].

48 Chemical, Biological, Radiological, or Nuclear harms.
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The industry should get ahead of this problem now, while the stakes are comparatively
manageable. Every component of the insurance stack described in this report — data collection,
standards, contract design, risk evaluation, pricing, monitoring, incident response, safety R&D —
will help market participants notice, plan, and price for catastrophic risks before they materialize,
building resilience into the system. Whereas command and control regulation famously suffers
from a pacing problem, arriving either too late or too early for a given technological development
[369], [72], it’s never too early for insurers to start pricing in risk. Doing so, however, will take a
coordinated, industry-wide effort.
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Glossary

5-year GDP at risk: A macroeconomic risk
metric estimating the cumulative shortfall in
GDP, relative to a baseline forecast, that could
occur over a five-year horizon under adverse
scenarios. Originally developed for assessing
financial stability risks, it captures both the
probability and severity of tail outcomes,
making it useful for quantifying the downside
of shocks.

Accumulation risk: The risk that many policies
in an insurer’s portfolio are exposed to the
same underlying source of loss, such that a
single event or trigger produces correlated
claims across the book. It arises when
exposures that appear independent at the
policy level prove correlated at the portfolio
level, transforming what is diversifiable in
theory into concentrated loss in practice.

Actuarial modeling: The use of statistical and
mathematical techniques to estimate the
frequency and severity of future losses, set
premiums, and determine reserves. An actuary
is the credentialed professional who builds
and maintains these models, translating
historical loss data and exposure information
into pricing and capital decisions.

Adverse Selection: When insurers
disproportionately attract bad risk because
responsible  actors, correctly  judging
themselves to be overcharged under a one-
size-fits-all rate, decline coverage. Driven by
information asymmetries between insurers
and policyholders about the true quality of the
risk.

Affirmative coverage: Coverage for a peril
that is expressly written into a policy — with
clear definitions, triggers, and limits — for a
specific risk or peril.

Agentic Al: Al systems built on frontier Large-
Language Models (LLMs) that can receive
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high-level natural language instructions, form
plans, and take consequential actions in the
world with limited or no human oversight (e.g.
placing orders, moving funds, modifying
software, or otherwise making decisions that
affect customers, operations, or third parties).

Alignment Failures: Failures in which an Al
system pursues objectives that diverge from
the developer’s or customer’s intent, whether
due to a failure in understanding or to
adversarial behavior. Includes specification
gaming, reward hacking, and scheming.

Artificial general intelligence (AGI): A
hypothetical Al model or system that equals or
surpasses human performance on all or almost
all cognitive tasks [39], cf. [346].

Artificial Intelligence (Al): Digital systems that
are capable of performing tasks commonly
thought to require intelligence, with these
tasks typically learned via data and or
experience.

Benchmarking: Standardized testing of model
performance on defined capabilities
helpfulness, harmlessness, reliability,
alignment — used to compare models and
track generational improvements.

Catastrophic risk: Risk of high-severity (and
typically  low-probability) loss  events
(~hundreds of millions of dollars or more).
Such risks strain the capacity of private
insurance markets: coverage is often limited,
or prohibitively expensive. For more see [370].
NB: many in the Al policy space use
“catastrophic risk” to broadly refer to what we
call “societal-scale risk” here. We adopt the
(fuzzy) threshold for “catastrophic risk” that
the insurance industry uses.

Catastrophe bond (“CAT bond”): A type of
insurance-linked security (ILS) that transfers




catastrophe risk from insurers or reinsurers to
capital markets investors. Investors receive
above-market coupon payments in exchange
for putting their principal at risk: if a
predefined catastrophic event occurs, some
or all of the principal is forgiven and used to
pay claims. CAT bonds are fully collateralized,
meaning the principal is held in a trust,
eliminating counterparty credit risk for the
sponsor.

Commercial General Liability insurance
(CGL): Standard third-party liability coverage
protecting businesses from claims of bodily
injury, property damage, and personal injury
arising from operations or products.

Chain of thought / Reasoning traces: A
technique for generating responses in which
an Al model generates intermediate steps or
explanations. By breaking down complex
tasks into smaller steps, this approach can
improve the model's accuracy and indicate
how it arrived at its answer. There are other
forms of reasoning traces, but this is the
principal form we refer to.

Claims adjuster: The insurance professional

who investigates a claim, determines
coverage and valuation, and negotiates
settlement.

Cyber insurance: Coverage for losses arising
from cyber incidents data breaches,
ransomware, network outages, regulatory
fines, and the associated response and
remediation costs.

Directors and Officers insurance (D&O):
Liability coverage protecting a company’s
directors and officers (and often the company
itself) against claims alleging wrongful acts in
their managerial capacity — such as breach of
fiduciary duty, mismanagement, or misleading
disclosures. Typically purchased by public and
private companies to attract executive talent
and shield personal assets from litigation.
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Data Poisoning Attack: An adversarial attack
in which malicious or manipulated data is
deliberately introduced into an Al model’s
training data (or fine-tuning data, or retrieval
corpus) in order to corrupt the resulting
model’s behavior. Poisoning can degrade
overall performance, induce targeted
misclassifications, or implant hidden
“backdoors” that cause the model to behave
normally except when a specific trigger is
present.

Deductible: The amount a policyholder must
pay out of pocket on a covered loss before the
insurer’s coverage applies. Higher deductibles
typically lower premiums and serve as a
control on moral hazard by ensuring the
insured retains some financial stake in each
loss.

Deployer: An individual or company that puts
an Al agent into operational use within its own
organization (e.g. JP Morgan Chase, Kaiser
Permanente, Orrick).

Downstream Al developer: Companies that
build Al agents on top of foundation models
(e.g. Cursor, ElevenLabs, Harvey).

Errors and Omissions insurance (E&O):
Coverage for liability arising from mistakes,
oversights, or negligence in the policyholder’s
professional services. Tech E&O is the version
tailored to technology products and services.
“Professional  Indemnity  Insurance” s
essentially the UK/European name for E&O.

Emergent Multi-Agent Failures: Correlated
failures arising from interactions among large
populations of Al agents. Hammond et al.
organize such failures along three axes:
miscoordination (agents failing to align their
actions), conflict (agents pursuing
incompatible goals), and collusion (agents
cooperating against user or societal interests).
Distinct manifestations of such failures include
coordinated manipulation, herd behavior, and
feedback loops where agents shape shared



environments (the internet,
markets) that other agents rely on.

codebases,

Exclusions (insurance): Specific risks, perils,
or types of loss expressly carved out of a
policy and not covered.

First-party Insurance: Coverage for losses the
policyholder suffers to its own systems,
property, operations, reputation, or other
interests — as distinct from liability claims
brought by outside parties.

Foundation model: A general-purpose Al
model trained on broad data and adaptable to
a wide range of downstream tasks. These are
typically LLMs at their core. This is the
substrate on which current Al agents are built.

Foundation model developer / provider:
Organizations that train and or provide
foundation _models (e.g. Anthropic, OpenAl,
Google DeepMind).

Frontier Al: General-purpose Al models and
systems whose performance is no more than a
~year behind the state-of-the-art on a broad
suite of general capability benchmarks. [111]

General-purpose Al: Al models or systems
that can perform a variety of tasks, rather than
being specialized for one specific function or
domain.

Generative Al (Gen Al): Al systems that
generate content — text, images, speech,
code — in response to prompts. Used in its
inclusive sense, “Gen Al” includes all agentic
Al (since Al agents currently all depend on
generative LLMSs). Used in its exclusive sense,
“Gen Al” refers to Al systems that are “merely”
generative tools, and not agentic (e.g.
Midjourney, Udio).

Hard/soft market (insurance): The cyclical
state of insurance pricing and availability. In a
hard market, premiums rise, capacity
contracts, underwriting standards tighten, and
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coverage terms become more restrictive; in a
soft market, premiums fall, capacity is
abundant, and terms loosen as insurers
compete for business [164], [371]. The cycle is
driven by factors including capital availability,
recent loss experience, and reinsurance costs.

Hallucination / Confabulation: Inaccurate or
misleading information generated by an Al
model or system, presented as factual.

Index insurance: A form of insurance that pays
out based on a predefined, objectively
measurable index (e.g. rainfall levels,
earthquake magnitude, or a benchmark loss
metric) crossing a specified threshold, rather
than on the policyholder’s actual losses. The
simplicity of such products allows insurers to
write many micro-policies. It also reduces
moral hazard, but introduces basis risk — the
possibility that the index payout diverges from
the policyholder’s true loss.

Insured / Policyholder: The individual or entity
that purchases an insurance policy and is
entitled to coverage under its terms.

Insurability: The degree to which a risk can
feasibly be insured. Insurability sits on a
spectrum and depends heavily on an insurer’s
risk appetite, making it somewhat subjective
[370]. Several objective, evaluable dimensions
also factor in though, including [372]:

e Whether there are many independent and

identically distributed exposure units

Whether
accidental

losses are unintentional and

Whether losses are definite as to time,
place, amount, and cause

Whether the chance of loss is calculable
Whether premiums are affordable.

Jailbreaking: Generating and submitting
prompts designed to bypass safeguards and



make an Al system produce harmful content,
such as instructions for building weapons.

Large Language Model (LLM): An Al model
trained on large amounts of text data to
perform language-related tasks, such as
generating, translating, or summarizing text.

Level of activity vs. level of care: A distinction
from the law-and-economics literature,
between two ways an actor can reduce
expected harm: exercising more care while
engaging in an activity (a.k.a. precautionary
effort) versus simply doing /less of the risky
activity (activity level).

Liability insurance: Coverage that protects
the policyholder against legal liability to third
parties — typically including defense costs
and damages — when the policyholder’s
actions, products, or services cause harm to
others.

Loss of control scenario: A scenario in which
one or more general-purpose Al systems
come to operate outside of anyone’s control,
with no clear path to regaining control [39, p.
151].

Loss ratio: The ratio of incurred losses to
earned premiums over a given period,
expressed as a percentage. It is a core
measure of underwriting performance: a lower
loss ratio indicates more  profitable
underwriting. The “combined loss ratio”
extends this by adding expenses (acquisition
costs, overhead) to losses before dividing by
premiums; a combined ratio below 100%
indicates an underwriting profit, while above
100% indicates an underwriting loss (which
may still be offset by investment income).

Managing General Agent (MGA): A
specialized insurance intermediary that has
been delegated underwriting authority by an
insurer to bind coverage, set terms, and
sometimes handle claims on the insurer’s
behalf, typically within a defined class of
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business. MGAs are common in niche or
emerging lines (such as cyber and,
increasingly, Al) where specialized technical
expertise is needed that primary carriers may
lack in-house.

Moral Hazard: The tendency of insureds to
take on more risk once they know they are
insured against the consequences. A core
friction insurance must price and control for.

Property and Casualty insurance (P&C): The
broad category of insurance lines covering
damage to physical property and liability for
harm to others; encompasses most
commercial coverage.

Penetration testing: A security practice
where authorized experts or Al systems
simulate cyberattacks on a computer system,
network, or application to proactively evaluate
its security. The goal is to identify and fix
weaknesses before they can be exploited by
real attackers.

Policy limit: The maximum amount an insurer
will pay under a policy, typically expressed as
an aggregate limit covering all claims within
the policy period (usually one year). Once the
annual aggregate is exhausted, the
policyholder bears any further losses. Policies

also often include per-claim limits, and
sometimes other sub-limits for specific
scenarios (e.g. losses under critical

infrastructure failure).

Performance Evaluation: System-specific
testing of an Al system’s performance in
realistic environments on the tasks it is
primarily intended to accomplish.

Premiums (insurance): The price the
policyholder pays the insurer upfront in

exchange for coverage, typically expressed as
an annual amount.

Prompt Injection: An attack in which
adversarial instructions are smuggled into the



input an Al system processes — either directly
by a user (direct prompt injection) or indirectly
through external content the system ingests,
such as a web page, email, document, or tool
output (indirect prompt injection) — causing
the system to override its original instructions,
bypass safeguards, exfiltrate data, or take
unintended actions. Indirect prompt injection
is a particular concern for agentic Al, which
routinely acts on untrusted content drawn
from the open web and other third-party
sources.

Red teaming (for Al): Adversarial testing in
which evaluators deliberately attempt to
provoke unsafe, off-policy, or unintended
behavior from an Al system in order to surface
vulnerabilities before deployment [39, p. 153].

Reinsurance: Insurance purchased by insurers
from other insurers (reinsurers) to transfer a
portion of their risk, allowing primary insurers
to write larger policies, stabilize results, and
protect against catastrophic or correlated
losses. Reinsurance can be arranged on a
treaty basis (covering a whole class of
business) or facultative basis (covering
individual risks).

Reserving: The practice of estimating and
setting aside funds to pay for losses the
insurer expects to pay — including claims
reported but unsettled, and claims incurred
but not yet reported. Reserves appear as
liabilities on the balance sheet and must be
backed by admitted assets of appropriate
quality and liquidity. (See also risk capital).

Risk capital: Capital held by an insurer above
its reserves to absorb losses that exceed
expected obligations. Where reserves fund
anticipated claims, solvency capital absorbs
shocks adverse loss development,
catastrophe events, or correlated portfolio
failures. Regulatory regimes such as Solvency
Il (EU) and Risk-Based Capital (US) prescribe
minimum levels calibrated to defined stress
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scenarios, typically a 1-in-200-year loss over
one year. (See also reserving).

Safeguard: A technical measure or process
designed to prevent Al systems from causing
harm.

Self-Insured Retention (SIR): The amount of
loss a policyholder must absorb out-of-pocket
before insurance coverage responds. Unlike a
deductible, an SIR is typically managed by the
insured itself (including defense costs for

liability claims) and sits outside the policy limit.

Silent coverage: Exposure to a peril that is
neither expressly covered nor expressly
excluded by a policy, leaving the insurer
potentially liable for losses it never priced for.
Also known as “silent” or “non-affirmative”
exposure.

Single Point Of Failure (SPOF): A node or
dependency in a system whose failure would
bring down ~everything downstream of it (e.g.
a foundation model provider or hyperscaler),
producing correlated losses across otherwise
independent insureds.

Societal-scale risk: A class of catastrophes
whose magnitude and correlational structure
render them all but uninsurable by
conventional  private  markets e.g.
widespread infrastructure collapse, war, or a
bio-terrorist attack  with widespread
casualties. As a rule of thumb, we classify
scenarios involving over $50 billion in losses
as societal-scale risks.

Systemic risk: Accumulation risk arising from
the interactions and interdependencies in a
complex system, which can produce
unexpected vicious  feedback loops,
contagion, or other correlated loss dynamics.

Telematics: The use of sensors, connected
devices, and real-time data feeds to monitor
an insured’s activities or assets, enabling
usage-based  pricing, continuous  risk



assessment, and loss prevention. Originally
developed for auto insurance (tracking driving
behavior), the concept extends to any line
where telemetry — including Al system logs,
API call patterns, and runtime monitoring —
can inform underwriting and claims.

Third-party moral hazard: When the presence
of insurance can increase the likelihood of
loss, by encouraging misuse or negligence on
the part of third parties. E.g. some scholars
find that the presence of ransomware
insurance has made ransomware more
profitable, encouraging the criminal activity.
[330], [332]

Underwriting: The process of evaluating,
selecting, and pricing risks an insurer is willing
to accept, including setting terms, conditions,
exclusions, and limits. An underwriter is the
professional who performs this assessment,
balancing the insurer’s appetite for risk against
the premium charged.

Zero-day vulnerability: A software security
flaw that is unknown to the vendor or
defenders at the time it is discovered, leaving
zero days for a patch to be developed before it
can be exploited. Zero-days are especially
valuable to attackers because no defenses
exist against them until the flaw is disclosed
and remediated.
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Appendix 1: Plotting the Incident-to-Usage Ratio for
Frontier Al

Objective

We wanted to investigate whether frontier Al is becoming more reliable per unit of usage. What
we are ultimately looking for is the analog of deaths-per-vehicle-mile-traveled for Al (Figure 3).
This appendix documents the quantitative exercise we conducted to try to build such a metric
with publicly available data. Our objective was modest: not to estimate an absolute incident rate
— the available datasets measure fundamentally different phenomena and cannot be
meaningfully combined into a single rate — but to ask whether incidents and usage are growing
at comparable speeds, and whether any directional finding is robust to the choice of data
sources.

To build our proxy metric, we assembled two composite indices, one capturing frontier Al
incidents and one capturing frontier Al usage, each spanning the period 2023—2025.

Index Construction

Both indices are simple arithmetic means of their constituent series, each of which is
independently normalized to its own 2023 value before aggregation. All axes are plotted on a
logarithmic scale.

Incident Index
The incident index is composed of four constituent series:

AlID (GenAl / Frontier Al incidents). Publicly reported incidents drawn from the Al Incident
Database (AlID) [373], filtered to those involving generative or frontier Al systems. The AlID is a
crowd-sourced, media-sourced repository annotated by collaborators including the MIT Al
Incident Tracker [172], [374]. The AlID represents a known floor on actual incident counts, as
inclusion depends on media coverage or voluntary submission.

OpenAl Consolidated. So as not to bias the composite toward any one provider, a single
consolidated series constructed by averaging three OpenAl disclosure channels: (i) total notices
received under the EU Digital Services Act (DSA), drawn from OpenAl’'s DSA transparency
reports [375]; (ii) total own-initiative content moderation measures, also from the DSA reports;
and (iii) pieces of content reported to NCMEC (the National Center for Missing & Exploited
Children), drawn from OpenAl’s Trust & Transparency Hub [375]. No 2023 data is available for
the DSA reporting channels; the consolidated series therefore spans 2024—2025 for those
components. A data-cleaning decision was made to exclude all of OpenAl’s reported actions
removing “discoverable links” in 2024, which was an anomalous, uncategorized bulk action, and
which would have dominated 2024 own-initiative actions (accounting for over 80% of the
actions). This automated bulk action was taken when OpenAl changed policies and decided to
remove the discoverable links feature [376]. There is no corresponding action of this type
(“ChatGPT (Shared Links)”) in the 2025 data.
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Anthropic Consolidated. So as not to bias the composite toward any one provider, a single
consolidated series constructed by averaging two Anthropic disclosure channels. The two
channels are: (i) accounts banned by Anthropic, drawn from Anthropic’s transparency and trust
reports, including their System Trust Report, Platform Security Web Archive, and additional
published reports [377]; and (ii) pieces of content reported to NCMEC, also drawn from the
Anthropic Trust and Transparency Hub [377]. The banned-accounts series required one period
of backcasting via linear projection to complete the 2024 data. 2023 data is completely lacking
for banned accounts; no backcasting was attempted. For NCMEC reports, 2023 data is zero
(Anthropic reported no content that year). Anthropic has published only a single DSA report,
providing no time-series data for that channel.

GenAl / Frontier Al Suits Filed. The count of lawsuits filed involving generative or frontier Al,
drawn from the George Washington University Database of Al Litigation [378]. This series is US-
centric and captures suits filed, not suits resolved. The original dataset contained 415 entries.

A deduplication review identified four pairs of entries that represented the same underlying
dispute recorded twice, reducing the final dataset to 411 unique cases. Case names were
normalized and compared to surface entries sharing a plaintiff name and defendant. Candidate
pairs were then verified by comparing jurisdiction, summary of facts, and the underlying events
described to confirm they referred to the same dispute rather than genuinely distinct
proceedings. Duplicates removed:

e Walters v. OpenAl — The state court filing in Gwinnett County and the federal filing in
N.D. Georgia described the same defamation claim arising from ChatGPT-generated
statements. The state court entry was retained as it had more recent activity (May 2025
vs. December 2024).

o Kistler v. Eightfold Al — Both entries described a class-action employment
discrimination suit against Eightfold Al filed in California state court in January 2026. The
Contra Costa County entry was retained as it contained a more detailed significance
summary and more recent activity (March 2026 vs. January 2026).

e Toronto Star Newspapers v. OpenAl — Both entries described the same copyright
infringement action filed in Ontario Superior Court of Justice. The retained entry had
more recent activity (August 2025 vs. November 2024).

e Liv.Liu/LiYunkaiv. Liu Yuanchun — Both entries described the same Beijing Internet
Court case concerning copyright in an Al-generated image created with Stable Diffusion.
The retained entry contained more detailed factual and significance summaries.

The litigation dataset was then further filtered to only include cases involving relevant
technology. We identified cases involving frontier Al, generative Al, or Al agents using a two-
pronged keyword filtering strategy applied across all available fields (Case Name, Area of
Application, Algorithm, Organizations, Most Recent Activity, and Issues). First, we retained any
case whose “Area of Application” field contained the tags “Generative Al,” “Agentic Al,” “Natural
Language Processing,” or “Chatbot.” Second, we performed a regular-expression search across
all textual fields for terms associated with LLMs and generative Al systems — including named
models and providers (e.g., GPT, ChatGPT, Claude, Gemini, LLaMA, Midjourney, Stable
Diffusion, Perplexity, Character.Al, Runway), technical descriptors (e.g., LLM, foundation model,
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diffusion model, text-to-image, deepfake, retrieval-augmented generation), and relevant training-
data references (e.g., LAION, Common Crawl, Books3). Cases matching on either criterion were
retained, yielding a filtered sample of 217 cases. Keeping only suits filed in 2023 through 2025
leaves 173 cases. This approach is intentionally inclusive to capture the broad ecosystem of
frontier-Al litigation, though it necessarily excludes cases involving narrower or traditional Al
applications such as autonomous vehicles, facial recognition, predictive policing, hiring
algorithms, and credit-scoring tools where no generative or large-language-model component
was identified.

Usage Index

The usage index is composed of five constituent series (with enterprise APl spend double-
weighted, as described below):

e Google Gemini Monthly Active Users (MAU). Captures consumer adoption breadth for
Google’s frontier Al product. Sourced from Epoch Al [379].

o OpenAl ChatGPT Weekly Active Users (WAU). Captures consumer adoption breadth
for OpenAl’s flagship product. Sourced from Epoch Al [379].

e OpenAl Daily Messages. Volume of daily user messages to ChatGPT, sourced from
Epoch Al [379]. This series has no 2023 data point and enters the composite only for the
2024—2025 period.

e Inference Tokens Served. Total inference tokens across providers and modalities,
sourced from Epoch Al [379]. This series captures aggregate computational usage.

e Enterprise API Spend. Annual enterprise spending on frontier foundation-model APIs (in
USD billions), sourced from Menlo Ventures [40]. This series is double-counted in the
composite — i.e., it receives twice the weight of the other series — for two reasons. First,
in order to balance the representation of enterprise-side usage against the four
consumer-oriented metrics above. Second, because the four consumer-oriented metrics
form two natural pairs: the active user counts (Gemini and ChatGPT), and the intensity of
usage (daily messages and tokens served).

The index aims to capture general frontier Al usage broadly, not solely enterprise usage, because
the majority of incidents in the incident index occur at the consumer level. Showing that usage is
growing faster than incidents across the full breadth of deployment supports the claim that the
technology and its guardrails are improving on a per-unit-of-usage basis. Total lab revenue
(ARR) was considered but rejected: it conflates consumer and enterprise revenue streams, is
distorted by free tiers, and subscription revenue is a poor proxy for usage intensity.

Results

The high-level result of plotting these ratios is shown in Figure 8.
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Incident to Usage Ratio for Frontier Al (2023-2025)

Indexed to 2023 =1.0. Shaded regions = leave-one-out sensitivity bands

Usage index Incident index — Incident / Usage 10 band (ratio)
10 band (usage) L10 band (incidents)
1.00x
1x [ )
70%
@
8
o 50%
2 37.1%
[%2]
) ®
2 30%
c
5}
o 19.6%
icj 20% Y
15%
10%
2023 2024 2025
Figure 8.

The incident index grows at roughly 100% year-over-year, while the usage index grows at
roughly 350% year-over-year on average. The ratio of the two indices falls by over 80% from
2023 to 2025, suggesting that, on the whole, frontier Al systems are becoming more reliable per
unit of usage.

Sensitivity Analysis
To assess robustness, a leave-k-out (LkO) analysis was performed on both indices and on the

resulting ratio. Every possible combination of removing one constituent series (leave-one-out,
L10) and two constituent series (leave-two-out, L20) was computed.

Leave-One-Out (L10) Bands

For the incident index (4 series > 4 L10 variants), the 2025 index value ranges from 2.54x
(dropping OAI Consolidated) to 5.94x (dropping AlID Incidents), against a base of 3.77x.

For the usage index (5 series > 5 L10 variants), the 2025 value ranges from 15.13x (dropping
Gemini MAU) to 33.58x (dropping ChatGPT WAU), against a base of 19.26x. For the ratio (9 L10
variants from the cross-product of both indices), the 2025 value ranges from 11.2% (dropping
ChatGPT WAU) to 30.9% (dropping AlID Incidents), against a base of 19.6%. In every L10 variant,
the ratio declines decisively from 2023 to 2025 (Figures 9, 10, and 11).
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Leave-Two-Out (L20) Bands

The L20 analysis produces 6 variants for the incident index, 10 for the usage index, and 36 for
the ratio. Of the 36 ratio trajectories, 35 trend decisively downward. The single anomalous
trajectory arises when both AlID Incidents and Suits Filed are dropped simultaneously, leaving
only the two company-disclosure series (OAl Consolidated and Anthropic Banned Accounts) in
the incident numerator, only the former of which has partial 2023 data. This combination
produces a ratio that rises sharply, partially an artifact of incomplete temporal coverage rather
than a genuine signal (Figure 11).

A corresponding anomaly appears in the incident index itself: dropping both Suits Filed and AlID
Incidents yields a 2025 index value of 145.8x, driven entirely by the same data-coverage artifact.
This outlier is clearly visible in the spaghetti plots (Figure 9).

Interpretation

The sensitivity analysis demonstrates that no single data source, nor any pair, drives the
qualitative conclusion. The downward trend in the incident-to-usage ratio is robust across 44 of
45 |eave-k-out compositions.

Incident Index: All Leave-k-out Compositions
Each line = one composition variant (4 L10 + 6 L20). Indexed to 2023 =1
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Figure 9. Incident index: all leave-k-out compositions.
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Usage Index: All Leave-k-out Compositions
Each line = one composition variant (5 L10 + 10 L20). Indexed to 2023 = 1x,
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Source: AIUC analysis. N = 5 constituent series of usage proxies (APl Spend double-counted).

Figure 10. Usage index: all leave-k-out compositions.

Incident/Usage Ratio: All Leave-k-out Compositions
Each line = one composition variant (9 L10 + 36 L20). Indexed to 2023 = 1.0.
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Source: AIUC analysis. 44 of 45 trajectories trend decisively downward.

Figure 11. Incident/usage ratio: all leave-k-out compositions.
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Constituent-Pair Overlay Plots

To further illustrate the relationship between individual incident and usage proxies, a suite of
overlay plots pairs specific series against one another. Each overlay indexes both series to a
common base year and plots the resulting ratio on a secondary axis.

Public Incidents (AlID) vs Enterprise APl Spend (Figure 12) pairs the broadest public incident
measure with the enterprise usage proxy, yielding a ratio that falls from 100% to 8.7% over the
period — reflecting the fact that crowd-sourced public incidents roughly doubled while
enterprise APl spend grew 25-fold.

Public Incidents vs Enterprise APl Spend
Incident proxy = Publicly disclosed, crowd-sourced incidents. Usage proxy = Annual enterprise

spend on frontier foundational model API ($B). Indexed to 2023.
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Source: Enterprise APl spend = Menlo Ventures. Public incidents = Al Incident Database (AllD).
Figure 12. Public incidents (AlID) vs. enterprise APl spend.
Frontier Al Lawsuits vs Enterprise APl Spend (Figure 13) pairs litigation filings with the same

usage proxy, showing a similar pattern with the ratio declining to 12.1%, as suits filed grew

roughly threefold against the same 25x increase in spend.
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Frontier Al Lawsuits vs Enterprise APl Spend

Incident proxy = Suits filed involving frontier Al. Usage proxy = Annual enterprise spend on
frontier foundational model API ($B). Indexed to 2023.
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Figure 13. Frontier Al lawsuits vs. enterprise APl spend.

OpenAl Content Moderation vs OpenAl Daily Messages (Figure 14) is the only same-provider
overlay available, comparing OpenAl’s consolidated content-moderation actions against
ChatGPT daily messages; because daily message data begins only in 2024, this overlay is
indexed to 2024 = 1.0 and spans a single year, during which the ratio declined modestly from
100% to 87.5%, with content moderation actions (5.1x) growing nearly as fast as messages (5.8x)
— a pattern consistent with the detection-investment bias discussed in Section 3.1, whereby
increased trust-and-safety investment surfaces more violations even as the per-message harm
rate may be declining.
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Figure 14. OpenAl content moderation actions vs. OpenAl daily messages.

Biases and Limitations

Several limitations should be borne in mind when interpreting Graph 1. First, the index covers
only three annual data points (2023—2025), which is insufficient to establish a statistically
significant trend in any formal sense; the analysis is descriptive rather than inferential. Second,
the incident index mixes heterogeneous signals with opposing biases, and its construct validity
is weak. Third, the usage index is dominated by consumer-facing metrics, while this report’s
primary concern is enterprise and agentic Al deployment; the enterprise APl spend series is
double-weighted to partially address this, but the correction is ad hoc. Fourth, the 2023 base
year is missing data for several constituent series (OAl DSA reports, OAl Daily Messages, one
period of Anthropic bans), requiring either backcasting or exclusion from the 2023 normalization.
Fifth, the analysis captures only publicly observable signals; the true incidence of Al failures in
enterprise settings — where reputational incentives discourage disclosure — is unknown. Finally,
the ratio’s decline is consistent with improving safety per unit of usage, but it does not speak to
the absolute level of risk, nor to the distribution of losses. This last is discussed below.

Incident Index Biases
Each constituent series introduces distinct biases:

e AlID — attention bias and growing underreporting. The AIID is crowd-sourced and
media-sourced. When Al attracts more public attention, more incidents are reported,
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creating a spurious positive correlation with usage growth — precisely the relationship
the index aims to measure. At the same time, as Al systems become more routine,
individual incidents may attract less coverage, leading to growing underreporting over
time. These two effects partially offset, but we suspect underreporting heavily
dominates, cf. [177], [178].

Company disclosures (OpenAl and Anthropic) — platform detection investment bias
and harms prevented. DSA reports, NCMEC reports, and Anthropic account ban
numbers all reflect investment in trust-and-safety tooling. Companies that invest more in
detection surface more violations. Furthermore, detection and reporting criteria may
change over time. This makes these data series a somewhat inconsistent measure over
time. Additionally, they report both harms that may have occurred and harms prevented
(e.g., accounts banned, or harmful content taken down). The direction of this last bias is
therefore favorable — it inflates the incident index, making the observed decline in the
usage-to-incidents ratio more conservative than the true decline.

OpenAl Consolidated — duplicative reports, provider specificity. The DSA channels are
EU-specific and cover only one provider. NCMEC data is US-specific. DSA notices
received may include duplicates where multiple users report the same incident; the ratio
of actions taken to notices received is reported but cannot be decomposed (actions
aren’t associated with any particular notices). The decision was made to use the total
notices figure, at the risk of inflating the incident index (again, making the observed
decline in the usage-to-incidents ratio more conservative than the true decline).

Anthropic Consolidated — provider specificity, limited scope and backcasting. This
consolidated series covers only one provider. The banned-accounts component relies on
one period of backcasted data (to fill in missing 2024 data); it also entirely lacks 2023
data. The NCMEC component has zero reports for 2023.

Suits Filed — legal market dynamics. Filing rates reflect the legal market’s response to Al
as much as underlying harm. Alleged harms supported by a legal theory are not
equivalent to harms realized. The series is US-centric, and focuses on civil lawsuits, as
opposed to criminal lawsuits.

Usage Index Biases

Enterprise APl Spend captures only the enterprise side of usage and does not account
for in-house models. It is also conservative in that it does not adjust for the falling price
per token at a fixed performance level. Adjusting for this would introduce significant
complications: enterprises do not use Al at a fixed performance level but instead deploy a
shifting mix of cheaper models for routine tasks and frontier models for complex ones,
whose per-token prices have not fallen at the same rate.

MAU (Gemini, ChatGPT) is consumer-centric, reflects adoption breadth rather than
usage intensity, and misses enterprise usage almost entirely.

Inference Tokens are inflated by reasoning models, which can consume orders of
magnitude more tokens for marginal performance gains. Google’s figures are particularly
inflated because Google embeds Al into every Google Search query, which is arguably
not agentic Al. Conversely, the series is deflated by improvements in model efficiency.
Token counts are not uniform across providers or modalities.
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Construct Validity

The incident index is the weaker of the two constructs. It mixes fundamentally different signals:
harms realized (AlID), misuse attempts and harms thwarted (company moderation reports and
bans), and alleged harms with a legal theory (litigation). No separation is made between near-
misses and actual harms. The many different biases across datasets make the incident index a
very noisy signal for the rough construct of “how often does frontier Al go wrong, or nearly so.”

The usage index is less problematic but still imperfect. It combines three distinct categories of
measurement — adoption breadth (MAU/WAU), computational volume (tokens), and economic
activity (API spend) — each with different coverage and biases.

Despite these limitations, the qualitative finding is robust: usage is rising substantially faster than
incidents, and this conclusion holds under extensive sensitivity testing.

Interpretation

The exercise supports a directional but not definitive conclusion: usage is rising substantially
faster than incidents, and this finding is robust to extensive sensitivity testing. The qualitative
picture is consistent with the broader signals discussed in the main text — accelerating
enterprise adoption, improving benchmark trajectories, declining per-unit incident rates in
provider disclosures.

It does not support stronger claims. Three annual data points are insufficient to establish a
statistically significant trend in any formal sense; the analysis is descriptive rather than
inferential. The incident index mixes heterogeneous signals with opposing biases. The usage
index is dominated by consumer-facing metrics, while this report’s primary concern is enterprise
and agentic Al. The 2023 base year is missing data for several constituent series. Reputational
incentives discourage disclosure of Al failures in enterprise settings, where the true incidence of
failure is unknown. And finally, the ratio’s decline does not speak to the absolute level of risk, nor
to the distribution of losses.
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